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F—E: KK CD BTy

cd fE Linux (£ Unix P2 —F) PREAMRREN —Dird. ZX—FEPRIN 6 cd s
MBS, RS2 R AR, AR IR R ey 4T S UIH E %

75 1: CDPATH : # & cd sp S HIZEEF

WERARE WA A CD iy & AT — MR B N+ H 3%, R0 LUK CDPATH I B o1 H 3%, 48
H cd A THIF HFEE, WAFTE#ENZE XA, R~
[ramesh@dev-db ~]1# pwd

/home/ramesh

[ramesh@dev-db ~1# cd mail

-bash: cd: mail: No such file or directory
E: DLEAB#EALETE R TH mail 7H%)

[ramesh@dev-db ~]# export CDPATH=/etc
[ramesh@dev-db ~1# cd mail
/etc/mail

E: PAEABN/etc THmail B3, MAL4RTHRE FTH mail H3)

[ramesh@dev-db /etc/maill# pwd
/etc/mail

MR EEBKAGN, L export CDPATH=/etc B AN ~/.bash profile .

5IRE5A B PATHAHRLA /&, VRt AT DAZE CDPATH NN Z AN H %35, &4 HXTLLE 5900, ~Fl
W .

export CDPATH=.:~:/etc:/var

RIS F O AR

o OraclefJH¥E L 51 (DBAs) LW EIEORACLEZK Hk (SORACLE HOME) F L.
£, wirl LK CDPATHA % B Noracle I H ¥,

o Linux/UnixRAEHRAEHEL /etc HFR T IME, #nT LUK CDPATHAS &% B K
/etc

o MREBLEATLEBEF FIAE, W/ home/projects, ALK CDPATHE EKE
N /home/projects

o Wil P& EAEMA IR I B T 7 BRI, st Lk B cppaTHA &
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N~ (XFLinux/UnixT ¥ HFERFE RSP

15 2: ¥ cd M alias S ERE K EF

BURIE N 2R H K A iR b LR H RN, @WFEEE T cd .. /./ , BTHEZDOA./,
564 R P il 2R [ ) F SR sg , i H 4l

# mkdir -p
/tmp/very/long/directory/structure/that/is/too/deep

# cd /tmp/very/long/directory/structure/that/is/too/deep

# pwd
/tmp/very/long/directory/structure/that/is/too/deep

#cd ../ /00

# pwd
/tmp/very/long/directory/structure
PRAT UUAEF PLR DA vk B AR ed . /. /. . DMEREBIE A7) R R PO 2% B 5%, -

FiE—: HenBEEBEEZR
FETRHRIES,  “o 47 FIRBRE 4 K H, “..37 1Bl 3 Hx, “..27 B\ 2 4 H k.

BLLU R LA A4 5 N3/, bashre (I Linux/Unix 782" /. bash profile) ™1, ZJ5EH
BRI,

alias ..="cd .."

alias ..2="cd ../.."

alias ..3="cd ../../.."

alias ..4="cd ../../../.."
alias ..5="cd ../../../../.."

# cd /tmp/very/long/directory/structure/that/is/too/deep

# ..4
(A . .4 A BRI PY 4 HE )

# pwd
/tmp/very/long/directory/structure/

HEZ: AER " REEREF
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LRSI, (GARD) AT R RO HE R ] 54> kAR | P 4% H s H sk
WREZICNL, AN S, ERERE EHHR, Rt —a, AR L
B . FrRMER. ... A R)ARERR 3 HHEF, 2 M rfRERR—HHFX. AT
i (5 AR ATRAIEHAE M, K LR A4 0. /. bash_profile 3CfF, FFEFTEA.

alias ..="cd .."

alias ...="cd ../.."

alias ....="cd ../../.."

alias ..... ="cd ../../. /00"
alias ...... ="cd ../ /00"

EEA. .. .. (5 MR BRI BRI H 5% )
# pwd
/tmp/very/long/directory/structure/

JE=: A od fr i EESE R R L BLR EI R E B 3%

ELL N9, A cd.. ... (ed J5#2 5 D AREER A LIRFIIE H 3. JIURBA TR A £,
BERERARIRE g H S, REBRMA— S ERE R LR E =R H %, BrUEH 5 AN
Sfemy FiREl 4 % HFERIRE S0 ] cd ... Ced J544 DD m RiRE 3 2% H ¢,

cd ... (cd J5¥E 3N M LIRA 2 HH. N T ffcd ..... (5 AN s5) FTLLIER A, 8 AT
2. /. bash profile ({4, FHEFTEANEIT],

alias cd..="cd .."

alias cd...="cd ../.."

alias cd....="cd ../../.."

alias cd..... ="cd ../ /000"
alias cd...... =Pg6l ool ool ool ool oo™

[ ¥F: A cd..... IR [A Y H ]

# pwd
/tmp/very/long/directory/structure

JiEN: F od JEERETRERR B3 (FETE: JR35H05 Method 5

E RIS, B “cdd” (cd JGEREFE 4 KIBMH 4 ZEHZ%.

alias cdl="cd .."
alias cd2="cd ../.."
alias cd3="cd ../../.."
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alias cd4="cd ../../../.."
alias cd5="cd ../../../../.."

75 3. A—&iBHMIT “mkdir” M “cd” a4
AR Y IRFEFE—NERGE, FED EFEARXANEFRZE (ed), URAT DR [ 5 7792
.

# mkdir -p /tmp/subdirl/subdir2/subdir3

# cd /tmp/subdirl/subdir2/subdir3

# pwd
/tmp/subdirl/subdir2/subdir3

WA mkdir F1cd BEAEE—ADREME A SEI AR 2 WUE ¥ 0 N AR o
. /.bash profile JFHEH &%,

$ vi .bash profile

function mkdircd () { mkdir -p "$@" && eval cd "\"\S$S#\""; }

WY, MAEB— T, mkdir fl cd D& LAE—AN TSI T,

# mkdircd /tmp/subdirl/subdir2/subdir3
[ Zam A ERIE HRE I EIZH X T

# pwd
/tmp/subdirl/subdir2/subdir3

BT 4: H“cd -"FERIEVT R BB RZEVI#

PRATEAR “cd =7 FERAL VG AN B 3 2 [ BT DI, Qs Fros

# cd /tmp/very/long/directory/structure/that/is/too/deep
# cd /tmp/subdirl/subdir2/subdir3
# cd -

# pwd
/tmp/very/long/directory/structure/that/is/too/deep
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# cd -

# pwd
/tmp/subdirl/subdir2/subdir3

# cd -

# pwd
/tmp/very/long/directory/structure/that/is/too/deep

BI55: BH“dirs”. “pushd”. “popd”#fEH Ftk

PRATLOCRE F SRS H kR, AT DL R 1% B st . £EBE A Bl b, 2 R B = A

% dirs: igon Hak
* pushd: ¥ HREANH F
* popd: ¥ H Feant H k%

dirs SR ST ITFE H 3 Ha P . BME A et s, dirs BB 9uiiEm H
3K, RBIIE

# popd

-bash: popd: directory stack empty

# dirs

~

# pwd

/home/ramesh

{4 pushd A popd Wé? ik3RAT e GIEE — L8l 1 B SRR EMA TN B S HEtkh 2%

mkdir /tmp/dirl
mkdir /tmp/dir2

#
#
# mkdir /tmp/dir3
#

mkdir /tmp/dir4

cd /tmp/dirl

+H T

pushd .
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# cd /tmp/dir2
# pushd .

# cd /tmp/dir3
# pushd .

# cd /tmp/dir4
# pushd .

# dirs

/tmp/dir4 /tmp/dir4 /tmp/dir3 /tmp/dir2 /tmp/dirl
E: BRRE - N ERE B2 RYATER B3, MARZRREANKER AN A

BRI, HSRHERO RS LU A

/tmp/dir4
/tmp/dir3
/tmp/dir2
/tmp/dirl

AR H SR AR M0 . S ORIAT “popd” » RGUAL B BRI H = F, JFH
MHERHAE BB IR0 L TR, e I AHERR A/ tmp/dird, FTBL 44T — IR
popd I, FLEBREEE/tmp/dird H RN RIS MHERR R ERER. @R Pos:

# popd
# pwd
/tmp/dir4

[E : PAT5E £ popd & 25, HRARERELT H 3%

/tmp/dir3
/tmp/dir2
/tmp/dirl]

# popd
# pwd
/tmp/dir3

[ : AT 5E L popd @25, HFHEMHLUT HRK]

/tmp/dir2
/tmp/dirl]

# popd
# pwd

12
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/tmp/dir2

[ PAT5E b popd &2 5, HFARGFELLT HZ
/tmp/dirl]

# popd

# pwd
/tmp/dirl

[ : $AT7E £ popd &2 )5, HRAREFELT H 3]

# popd
-bash: popd: directory stack empty

75 6: H“shopt -s cdspell” E3IA IE“cd” & B RLWMAE R

{#F”shopt —s cdspell” [ LLEHZMEIE cd I PESHARAI H R4 o WERAIRAE T NI 485 0 se 4k
W, XA EIRA . VEIL LU R

# cd /etc/mall

-bash: cd: /etc/mall: No such file or directory

# shopt -s cdspell

# cd /etc/mall

# pwd

/etc/mail

DA BRI mail MUK S mall, HAXAM2 mall HiHSIEHM T mail]

13
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™5 7: BE RS H YA E

LA R Bl iy A2 2R S T8

# date {mmddhhmiyyyy.ss}

mm——ARE H 4

dd——HF H Y]

hh——AR3& 24 /NI /N B

mi——fRFE 5 b

yyyy——AEEE

ss—RER
filn, ¥ HZgHMRE N 2008 4201 31 H, F4 10: 19: 53
i 4

# date 013122192009.53

PR RT DA% IR T R A ME R B -

date 013122192009.53

date +%Y¥%m%d -s "20090131"

date -s "01/31/2009 22:19:53"
date -s "31 JAN 2009 22:19:53"
date set="31 JAN 2009 22:19:53"

H FH FH= FH H

4 5 8 N TR .
s

# date +%T -s "22:19:53"
# date +%T%p -s "10:19:53PM"

BT 8: WEBEIF H A ]

FERE RGN A28, S ie i fE REn MO as B8R Y. Ikl #5357,
BEEAE I (8] ZEAO T R AE R GE R), BARTT R

# hwclock -systohc
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# hwclock --systohc --utc

AIMEATZEAE ] hwelock, W] LLELF 24 Fi HOAELE H AN Ao

# hwclock

BE clock XM, M EERE T UTCFEIE : WAt A) .

#cat /etc/default/rcS
UTC=yes

FEH A —LEpRA ) Linux (U1 RebHat) A LR FFEF

# cat /etc/sysconfig/clock

ZONE="America/Los Angeles"
UTC=false
ARC=false

875 9: AR ER AR E

AR 73 AT LA A8 AR 7] 4% 2R S s 24 T[] «

$ date
Thu Jan 1 08:19:23 PST 2009

$ date --date="now"

Thu Jan 1 08:20:05 PST 2009

$ date --date="today"
Thu Jan 1 08:20:12 PST 2009

$ date --date='1970-01-01 00:00:01 UTC +5 hours' +%s
18001

$ date '+Current Date: %m/%d/$y%nCurrent Time:%$H:%M:%S'
Current Date: 01/01/09
Current Time:08:21:41

$ date +"%d-%m-%Y"

01-01-2009

S date +"%d/%m/%Y"
01/01/2009
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$ date +"%A,%B %d SY"
Thursday, January 01 2009

LAF 2 date fir & BIAN R AR 2L T, A T AR & (IR

D HBI(H/H /%)

sd —MHFWHEILR (01..31)
sm A3 (01..12)

sy FIEMAL (00. .99
sa HANES TEMNGS
$A MANES TR &P
MANES FHMI4S (Jan. .Dec)

MENES FTRAMM4AF (January. .December)

Sun..Sat)
Sunday..Saturday)

o\°
o

)
(
(
(

c o o 0o o o o o o o o
o©
o

SH 24 /PNEHEIZNET (00..23)
ST 12 /NEHEIZNET (01..12)
$Y A (1970..)

$F5 10: BoRid % H) H A

AR I3 AT BRI SR Rt 25 1) H BIAT I 1] -

$ date --date='3 seconds ago'

Thu Jan 1 08:27:00 PST 2009

$ date --date="1 day ago"
Wed Dec 31 08:27:13 PST 2008

$ date --date="1 days ago"
Wed Dec 31 08:27:18 PST 2008

$ date --date="1 month ago"
Mon Dec 1 08:27:23 PST 2008

$ date --date="1 year ago"
Tue Jan 1 08:27:28 PST 2008

$ date --date="yesterday"
Wed Dec 31 08:27:34 PST 2008

$ date --date="10 months 2 day ago"
Thu Feb 28 08:27:41 PST 2008
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B35 1. BonRRH) H A R

U0 B 735 RT AR R 7 AR R AR H AT ] -

S date
Thu Jan 1 08:30:07 PST 2009

S date --date='3 seconds'

Thu Jan 1 08:30:12 PST 2009

S date --date='4 hours'
Thu Jan 1 12:30:17 PST 2009

$ date --date='tomorrow'

Fri Jan 2 08:30:25 PST 2009

S date --date="1 day"
Fri Jan 2 08:30:31 PST 2009

$ date --date="1 days"
Fri Jan 2 08:30:38 PST 2009

$ date --date="2 days"
Sat Jan 3 08:30:43 PST 2009

$ date --date='1l month'
Sun Feb 1 08:30:48 PST 2009

$ date --date='1l week'
Thu Jan 8 08:30:53 PST 2009

$ date --date="2 months"
Sun Mar 1 08:30:58 PST 2009

$ date --date="2 years"
Sat Jan 1 08:31:03 PST 2011

$ date --date="next day"
Fri Jan 2 08:31:10 PST 2009

$ date --date="-1 days ago"
Fri Jan 2 08:31:15 PST 2009
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$ date --date="this Wednesday"
Wed Jan 7 00:00:00 PST 2009
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F=%: SSH (Secure SHell) & Figd

15 12: &F SSH Z kR4

H B BN —F SSH & ity R AR IR A S . [ ssh -V 2l IR RIRAS . FE
FERMAZ, Linux —# H 172 OpenSSH:

A B R % AR GE A AE A T OpenSSH:

$ ssh -V
OpenSSH_3.9pl, OpenSSL 0.9.7a Feb 19 2003
B R W 1% R G AR HT SSH:

$ ssh -V
ssh: SSH Secure Shell 3.2.9.1 (non-commercial version) on

i686-pc-linux-gnu

875 13: F SSH 3@ EM

BRE — R ssh B REHUN, S HIEARI ENEPIRRRER. M ves" 5, R
G fn R EVLR A BRI E BT - ssh/hostkeys T, XFEUREET] AR EEHRAE T o
LI
localhost$ ssh -1 jsmith remotehost.example.com
Host key not found from database.
Key fingerprint:
xabie-dezbc-manud-bartd-satsy-limit-nexiu-jambl-title-jarde-tuxum
You can get a public key’s fingerprint by running
% ssh-keygen -F publickey.pub
on the keyfile.
Are you sure you want to continue connecting (yes/no)? Yes
Host key saved to
/home/jsmith/.ssh2/hostkeys/key 22 remotehost.example.com.pub
host key for remotehost.example.com, accepted by jsmith Mon May 26
2008 16:06:50 -0700
Jjsmith@remotehost.example.com password:

remotehost.example.com$

AR FALR DA IR ssh % i SR ENLFIER T, SRS ZIRERG T F AL,
TR NI FE WL RI AT,
localhost$ ssh -1 jsmith remotehost.example.com
Jjsmith@remotehost.example.com password:

remotehost.example.com$
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MM R, ATREAEAREE — CE R R BN, Z BN EPTR AR, R 2E 3
TGS MBUXFPEOL, w7 HEAT PSR -
o RGUVE LA L LT B 2k 1 ssuiiRss A
o ANEMAT LEET N, FE.

FEVREIN “ves” ZHTWE, HRAERILEFEEVF IR IRA) R GE B R At 24 2 H L LIS IE
PR IR S, o LI UERS 2 75 IE A .«

localhost$ ssh -1 jsmith remotehost.example.com
dadadacdacacdaededdededeacdacdedaceacidedaeiaeiaeieeeeiceedc

@ WARNING: HOST IDENTIFICATION HAS CHANGED! @
daddddacdacaededdedadedeacdeacdcdcdaeidaeaeicececeacaeeacedd

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-
middle attack)!

It is also possible that the host key has just been changed.
Please contact your system administrator.

Add correct host key to
“/home/jsmith/.ssh2/hostkeys/key 22 remotehost.example.com.pub”
to get rid of this message.

Received server key’s fingerprint:
xabie-dezbc-manud-bartd-satsy-limit-nexiu-jambl-title-arde-tuxum
You can get a public key’s fingerprint by running

% ssh-keygen -F publickey.pub

on the keyfile.

Agent forwarding is disabled to avoid attacks by corrupted servers.
Are you sure you want to continue connecting (yes/no)? yes

Do you want to change the host key on disk (yes/no)? yes

Agent forwarding re-enabled.

Host key saved to
/home/jsmith/.ssh2/hostkeys/key 22 remotehost.example.com.pub
host key for remotehost.example.com, accepted by jsmith Mon May 26
2008 16:17:31 -0700

jsmith @remotehost.example.com’s password:

remotehosts$

5 14: PR SSH & P ii4iE

2 ssh JER DA, AR 28 B A WG SR EIX Ko —HCRPHE v LI G
B RADAER ), M EERERER.

BEAT SSH % P i el B 1+

localhost$ ssh -1 jsmith remotehost.example.com
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warning: Connecting to remotehost.example.com failed: No address

associated to the name

5 ssh AR BT

locaclhost$ ssh -v -1 jsmith remotehost.example.com

debug: SshConfig/sshconfig.c:2838/ssh2 parse config ext:
Metaconfig parsing stopped at line 3.

debug: SshConfig/sshconfig.c:637/ssh config set param verbose:
Setting variable ‘VerboseMode’ to ‘FALSE'.

debug: SshConfig/sshconfig.c:3130/ssh config read file ext: Read 17
params from config file.

debug: Ssh2/ssh2.c:1707/main: User config file not found, using
defaults. (Looked for ‘/home/jsmith/.ssh2/ssh2 config’)

debug: Connecting to remotehost.example.com, port 22.. (SOCKS not used)
warning: Connecting to remotehost.example.com failed: No address

associated to the name

[PEETE: BREZadH, v kTN 2 verbose, W FEHIESENEE. ]

HRAE ssh MANEFBNZFE TN, FRFTREA VI BIA (i — L8800, SR 1 0 (] 2]
WAETNL . IXAKHE, IRATTEHWT ssh i %%, Rt ZAZ I T D B AF R ] .

15 15: F SSH B HRF)#e SSH &1

AR M. TR RERERR — & EHLA, RN A EREE B, WA EAE A Bk
BAE, BRI AR, RN

BARAEH ssh MABLUE R FIZAE NN, URATREA B VB A — 2L484F, 2R )5 2% 0l 2
TREEHL . AW, PR E T ssh ] %, R RN AP R

BIRCAEFE) VIR AL, ARAT EEE%UiﬂﬁIMJ&ﬁ#ﬂfM’E SR JE kS n] BT e
EHl. EIXFEEOLT, /xﬁ%%ﬁﬁﬁ@%ﬂzmﬂ’l » RAT LT T K MR SE A

LGN EL:

localhost$ ssh -1 jsmith remotehost

2. COEFEFEF ML

remotehosts$

3. Zimmf I BAM TN, AR S: “77 5 “Control-2” H&
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BRI T AR EILRIE R A R], MR$% F<Control 2> HIZMEZ Ja 4 —iE R
W, EmFEENF LI E . T <Control-7Z>"

remotehost$ ~"7Z

[1]+ Stopped ssh -1 jsmith remotehost

localhost$

4. PAEARC R A B 7 A N, ssh @R In & 1l HE UNIX 5 & Hists, AR LA T
HERE:

localhost$ jobs

[1]+ Stopped ssh -1 jsmith remotehost

- PRATLAKSJE GIBAT I ssh R IRHREVIIBIAT &, BERTRI BT AE AL, 1 JE T A A

localhost$ fg %1

ssh -1 jsmith remotehost

remotehosts$

15 16: H SSH BHFEHFE&IE, EnER

FHRE R T HA WA HIE S, ATRHZLIR Iy sUGE . ALK R REAE SSH 2 %/ i b
A

R BT S #

localhost$ ssh -1 jsmith remotehost

WRPIR, (EERERESE L, BN sshiBHTRIFMA so IXFES BN R 2 41T ssh
EMAAER

remotehost$ [V : YUIRTEMAIT LA ~s B, BRI . ]

remote host: remotehost

local host: localhost

remote version: SSH-1.99-OpenSSH 3.9pl

local version: SSH-2.0-3.2.9.1 SSH Secure Shell
(non-commercial)

compressed bytes in: 1506

uncompressed bytes in: 1622

compressed bytes out: 4997

uncompressed bytes out: 5118
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packets in: 15

packets out: 24

rekeys: 0

Algorithms:

Chosen key exchange algorithm: diffie-hellman-groupl-shal
Chosen host key algorithm: ssh-dss

Common host key algorithms: ssh-dss,ssh-rsa
Algorithms client to server:

Cipher: aesl28-cbc

MAC: hmac-shal

Compression: zlib

Algorithms server to client:

Cipher: aesl28-cbc

MAC: hmac-shal

Compression: zlib

localhost$

THEEZRT SSH KIfE B

PREE—F, A% SSH AHIAIEIE 2% openSSH Al SSH2 4
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BIIE: EEHR linux 47¢

B9 17: grep fnd
grep R ERSH e R, grep ATEZSH, BE2— N EFHH

ffis
¥k grep [IET] pattern [3CfF4]
FE—ANF, WM EIRFTE W CATLE S FR A ?

E N7, grep £ “/ete/password/” X NERNESE “John” AT HAILE
7~k

# grep John /etc/passwd

jsmith:x:1082:1082:John Smith:/home/jsmith:/bin/bash
jdoe:x:1083:1083:John Doe:/home/jdoe:/bin/bash

ZH v SRR E NS SR AN . g4, SR TIrEE
“/etc/password” FAEH “John” HIHNE.

VE: 7E “/etc/password” FHJUTAES “John” , HEFEITERT

# grep -v John /etc/passwd

jbourne:x:1084:1084:Jason Bourne:/home/Jjbourne:/bin/bash

FE—AMRERE KX A 2 AT RS 4R R I L EC A A e ?

FE XM 7o, SR TAE “/ete/password/” NEH “John” HIATH)EEL

# grep -c John /etc/passwd
2

F-cv AT DA EIAEAH “John” MIATIIEEL

# grep -cv John /etc/passwd
39

EERN BIEA/NG

MM =17, R ES ZIERNE

# grep -1 john /etc/passwd
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Jsmith:x:1082:1082:John Smith:/home/jsmith:/bin/bash
jdoe:x:1083:1083:John Doe:/home/jdoe:/bin/bash

WATEE TR KT B R T AT RN &R ?

ATLARIH “—r” K5ER. 15 NPT, 75 “/home/users/” T H¥ F 2RI KNG, B
“John” , X&LL “Xfh4: ILERCHINE” ExR. WATMAHASEH “-17 , HERHt
4.

# grep -ri john /home/users

/home/users/subdirl/letter.txt:John, Thanks for your contribution.
/home/users/name list.txt:John Smith

/home/users/name list.txt:John Doe
# grep -ril john /root

/home/users/subdirl/letter.txt

/home/users/name list.txt

15 18: find 5%

find fy & /& —ME UNIX SCPF R G BRI ar&, TTABHMTIR 2 26 MF B4k L BATRE

—UE find Ay S

Hik: find B{1E ZIRAAT
WA ERAE R4 S 18 2 SRR A ?

TR K BERAE “Vete” BRTFIAXMAPER “mail” KIS,

# find /etc -name "*mail*"

PULEER 3 NN OVE R LD

TR 2 F R GEh A KT 100M 301

# find / -type f -size +100M

e EARAE B LR BA BB B30

TR 2% 2 2 H AR T H 3 R ERGE 60 KA BB iud ek

# find . -mtime +60

W ERAE T LRBAB R A3 A4: 2
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X K A 2 A AR 2T H SR ARG 2 KRB sod et

# find . —-mtime -2

AR B 48 28 tar.gz 3£ BT 100M f FE45 ST 482

ARSI BRI, A S HAT A& /b il BAFHITTERAMA “1s -17 EAT
THUAALR i DA OR A PAT rm dr I, AREDE A4 SO R .

# find / -type f -name *.tar.gz -size +100M -exec 1ls -1 {} \;

# find / -type f -name *.tar.gz -size +100M -exec rm -f {} \;

WA B LR B BB B SR AT A 2

N AR EE “/home/ jsmith” Hg FEIL 60 KEA PSS SCAEH BAE “/tmp” R
M8 “ddmmyyyy_archive. tar” FJUHRS S

# find /home/jsmith -type f -mtime +60 | xargs tar —-cvf /tmp/ date

'+%d%m%Y' archive.tar’

i —F: FRATLMEH “midnight commander” L#FfT4 &SR —L8/E, B2 UNIX 55
[T € R PN DR =S LT

15 19: Zibbadi B A RS B F% b

MFRATIRK shell PRI, FRAVELEAA EE BIbRER B AR R E . AT DUE
H/dev/nulll RES IEFREH R G .

R v tH 2 € W) 3)l/dev/null

AR shell FIARRHRAEE KL, REEHEIRE SO R, XMaLSaIEHaH.

# cat file.txt > /dev/null

# ./shell-script.sh > /dev/null

F“2>/dev/null” 2% 1E 48 24y

MR A BE T, MAEERHRE SRR, XSS AREKA M.

# cat invalid-file-name.txt 2> /dev/null

# ./shell-script.sh 2> /dev/null
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715 20: join 54

join A& AT EEF PR SCAFROIERII, JEMAT & IR K.

E R, TATEPA ST, 733 /& employee. txt Fl salary, A I3 3 [H B 0i-
employee—id. FfLAFRATIZEET employee—id T, YA G HAD K

S cat employee.txt

100 Jason Smith
200 John Doe

300 Sanjay Gupta
400 Ashok Sharma

$ cat bonus.txt

100 $5,000
200 $500

300 $3,000
400 $1,250

$ join employee.txt bonus.txt

100 Jason Smith $5,000
200 John Doe $500

300 Sanjay Gupta $3,000
400 Ashok Sharma $1,250

BY5 21: BRFRERNS
B AN B RERRKE T

$ cat employee.txt

100 Jason Smith
200 John Doe

300 Sanjay Gupta
400 Ashok Sharma

S tr a-z A-7Z < employee.txt

100 JASON SMITH
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200 JOHN DOE
300 SANJAY GUPTA
400 ASHOK SHARMA

RN BFER RN E TR

$ cat department.txt

100 FINANCE

200 MARKETING

300 PRODUCT DEVELOPMENT
400 SALES

S tr A-Z a-z < department.txt

100 finance

200 marketing

300 product development
400 sales

715 22: xargs

xargs & MEF KM, AT WL R — A S 5. Tt LA
KU A RALEF xargs fiv 4 1 SEH]

Lo YA rm a2 R MBRIR 2 SR, IRATRESABRIEIRGEE:  “/bin/rm  Argument
list too long - Linux” . XK A LU xargs SRS A ] @i

find ~ -name ‘*.log’ -print0 | xargs -0 rm -f

K13/ etc FATAE LA conf ERAISCH:. WTLAVE ZFESFAIN R R, PRI T )
REFHFE A EH xargs. Find a2 NG R — M E— DL ES xargs, 1EN1s -1 SH.

# find /etc -name "*.conf" | xargs ls -1

MRAE R E 2 URL, J1X4E URL HORAAAE — ST, AR AL R #9757 306 xargs i

# cat url-list.txt | xargs wget -c

P, jpg #E A, R AR

# find / -name *.Jjpg -type f -print | xargs tar -cvzf images.tar.gz

R I) jpg KR SO R i 250 B A REAE
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# 1s *.jpg | xargs -nl -i cp {} /external-hard-drive/directory

15 23: sort md

sort T A AR — NS o SCARAT BEAT R . LU LA 5 R BUR I ] sort 4, 41
SOA S Jg G R, RS SR

employee_name: employee_id: department_name.
$ cat names.txt

Emma Thomas:100:Marketing

Alex Jason:200:Sales

Madison Randy:300:Product Development
Sanjay Gupta:400:Support

Nisha Singh:500:Sales

PAFH X CAHERR

S sort names.txt

Alex Jason:200:Sales

Emma Thomas:100:Marketing

Madison Randy:300:Product Development
Nisha Singh:500:Sales

Sanjay Gupta:400:Support

PAREFPXt CAHERR

$ sort -r names.txt

Sanjay Gupta:400:Support

Nisha Singh:500:Sales

Madison Randy:300:Product Development
Emma Thomas:100:Marketing

Alex Jason:200:Sales

Xt—AMEF B 54 e SO 38 TG ATHERF (1Rt & employee_id)

$ sort -t: -k 2 names.txt

Emma Thomas:100:Marketing
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Alex Jason:200:Sales

Madison Randy:300:Product Development
Sanjay Gupta:400:Support

Nisha Singh:500:Sales

SHEF tab 2R RS = THER (department_id), FF R E R

$ sort -t: -u -k 3 names.txt

Emma Thomas:100:Marketing
Madison Randy:300:Product Development
Alex Jason:200:Sales

Sanjay Gupta:400:Support

Xt passwd SCHFR 38 = AT HER (userid)

$ sort -t: -k 3n /etc/passwd | more

root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin

lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin

ETF ip #iblxt/etc/hosts SAEHER

S sort -t . -k 1,1n -k 2,2n -k 3,3n -k 4,4n /etc/hosts

127.0.0.1 localhost.localdomain localhost
192.168.100.101 dev-db.thegeekstuff.com dev-db
192.168.100.102 prod-db.thegeekstuff.com prod-db
192.168.101.20 dev-web.thegeekstuff.com dev-web
192.168.101.21 prod-web.thegeekstuff.com prod-web

5 ewaddH e —RHH
ps —ef | sort : XWHFBEIIRFETHF

1s -al | sort +4n : EHFFEX 1s —al B LR /NHTHEF (58 5 )
1ls -al | sort +4nr : fFHEFEX 1s -al K% H DO R/ANEITHER (58 5 1)
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75 24: uniq 74

uniq 2] LEBRHE S i SR EE AT, KL uniq &% A sort &M . WELEU, N T E
uniq BAEMH, B ME ST BAURFAEN . LA 225 ILAEl 7.

AR — M EAEE K HBJER Cemployee) HYSCAF, ARATBARAINR 77 KM B AH [ ) 2% H

$ sort namesd.txt | uniqg

S sort -u namesd.txt

RV KB R 2 AT AR R, AT DR N XM BUTR 617 PSS — 5 o izAT I E R 4L
o fEARGIH, Ll Alex A1 Emma JF k4T, EXMPHMANEELT.

$ sort namesd.txt | unig -c

Alex Jason:200:Sales

Emma Thomas:100:Marketing

Madison Randy:300:Product Development
Nisha Singh:500:Sales

= CIEN N

Sanjay Gupta:400:Support

3. LU i AU S 7 A R 2% H

S sort namesd.txt | unig -cd

2 Alex Jason:200:Sales
2 Emma Thomas:100:Marketing

75 25: cut

cut iy A DA R 7R — AN SCASCA ki 1081 8 e i & i

A e A 5

ER—AUESoREISCFH I —51 (employee_name)

$ cut -d: -f 1 names.txt

Emma Thomas
Alex Jason
Madison Randy

Sanjay Gupta
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Nisha Singh

ER—NMUE S RESU R E—FIRE =5
$ cut -d: -f 1,3 names.txt

Emma Thomas:Marketing

Alex Jason:Sales

Madison Randy:Product Development
Sanjay Gupta:Support

Nisha Singh:Sales

BN EAT BURT )\ FAE

$ cut -c 1-8 names.txt Emma Tho

Alex Jas
Madison
Sanjay G
Nisha Si

H cut e 5REMSASRRIH T

o Cut -d: -fl /etc/passwd #T/nunixRGHTEH KA.
o Free | tr -s ‘'’ | sed '/*Mem/'d' | cut -d" " -£f2 #BRRAETHTE
ezt

H7T5 26: stat ipd

stat fyANAT AR &R SCHF 8 SO R GRS A @

BoR—ANAER E R R

$ stat /etc/my.cnf

File: “/etc/my.cnf'

Size: 346 Blocks: 16 IO Block: 4096 regular file
Device: 801h/2049d Inode: 279856 Links: 1
Access: (0644/-rw-r--r—--) Uid: ( 0/ root) Gid: ( 0/ root)
Access: 2009-01-01 02:58:30.000000000 -0800
Modify: 2006-06-01 20:42:27.000000000 -0700
Change: 2007-02-02 14:17:27.000000000 -0800
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$ stat /home/ramesh

File: "~/home/ramesh'
Size: 4096 Blocks: 8 IO Block: 4096 directory
Device: 803h/2051d Inode: 5521409 Links: 7
Access: (0755/drwxr-xr-x) Uid: ( 401/ramesh) Gid: ( 401/ramesh)
Access: 2009-01-01 12:17:42.000000000 -0800
Modify: 2009-01-01 12:07:33.000000000 -0800
Change: 2009-01-09 12:07:33.000000000 -0800

£/ -f Z2HEFERGSHARLREY

$ stat -f /

File: "/"

ID: 0 Namelen: 255 Type: ext2/ext3
Blocks: Total: 2579457 Free: 2008027 Available: 1876998 Size: 4096
Inodes: Total: 1310720 Free: 1215892

15 27. diff 7

di ff 4 A AR SR A AN SCAE IF R 22 52 . B2 5 45 R IR A 5 3t
Yk diff (B8 XfF1 X2

SIHE SO BT, H7 SO T R ?

PAT diff A WHEH wikll, 7T ELZE 2
—BEH difE A O R IR

o--- LA Z, RWTHE UM (Bifikname list.txt) FHRRELWL
o---FHMANE, RITHE A (Hififname list new.txt) PrRAERZN.

ARE DA E LG, A RS AN A BTG

# diff -w name_list.txt name_list_new.txt

2c2,3

< John Doe
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> John M Doe

> Jason Bourne

BY5 28: BoRH P B BB H]

ac A LA P B AL RS 8.

SReiikce it U alinpe: S

f#H d &,

Ty AR 12 1T H, ERRGMREIRZZ 1A

AU T TS K, ATRAH “-p” BB 7 RS H]

S ac —-d
Dec 1 total 1
Dec 2 total O
Dec 3 total 3
Dec 4 total 4
Today total 6
B F U BB [A]
TEEIS A]
$ ac -p
john
madison
sanjay
nisha
ramesh

B8 R ]
$ ac -d sanjay

Jul 2 total 12.85
Aug 25 total 5.05

total 309.21

.08
.99
.39
.50
.10

Sep 3 total 1.03

Sep 4 total 5.37

3.64
0.06
88.17
105.92
111.42

ALK I TAHE ROR k. R, S RIBOELEFRG-L 6 /I

ERRER TR AR
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Dec 24 total 8.15
Dec 29 total 1.42
Today total 2.95
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FHE. PS1,PS2,PS3 F1 PROMPT_COMMAND

15 29: PS1—ERINIRRE

R R, AT RAEEE R Linux T IBOASERAT, MBS . R eel 54, BRIAE PS1
HHEAR “\s—\V\$” , ORI T shell MIAFRIIRCA . BATEES, FTUMERERA 4. &
HLAA A 1T A H 3%

-bash-3.2$ export PS1="\u@\h \w> "
ramesh@dev-db ~> cd /etc/mail

ramesh@dev-db /etc/mail>

[VE: BARFEYON "username@hostname current-dir>HEI]

A PST A ) — SACAS G R -

o \u -- HFP#

o \h -- FEH#

o \w -- YFIHFMEERD. EEEAMRETEHF IHRE, mEmircRsi
o

R, EPSUEZIAH — 2. WA NAEERDE, A2 MmT LA I — € A AT k.

¥ export PS1=" \u@\h \w>” ¥JIN%]. bash profile B¢ .bashrc H, A LAFRIEHKAE
o

ramesh@dev-db ~> vi ~/.bash profile

ramesh@dev-db ~> vi ~/.bashrc

[ : ey ULl EAEAT— AR AT )

HR7 PS1” MM ETT LS W T — &

15 30: PS2—HiRERFF

A EREK R A P LLEE AR “\” R AT ER. 2ATaSRBRRRTE 07 . K
AT BoE B PS2 , FERRFFIEECN  continue—>" .

ramesh@dev-db ~> myisamchk --silent —--force --fast --update-state \

> --key buffer size=512M --sort buffer size=512M \

> --read buffer size=4M --write buffer size=4M \

> /var/lib/mysqgl/bugs/*.MYI
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D R "> A AEARRST)

ramesh@dev-db ~> export PS2="continue-> "

ramesh@dev-db ~> myisamchk --silent --force --fast --update-state \
continue-> --key buffer size=512M --sort buffer size=512M \
continue-> --read buffer size=4M --write buffer size=4M \

continue-> /var/lib/mysgl/bugs/*.MYI

[7F: 5 EmEfel, B "continue-> " BRI

M N\ R A TR, BORIARE S, BRI A KA Z R T BoRdr 4

35 31: PS3——Shell A fE select i FIIRTBRF

PRATDME N R TEAARRE, P EAR & PS3 SE ] shell JIAR) select $#75:

AMEF PS3 [ BHIASH Y -

ramesh@dev-db ~> cat ps3.sh
select i in mon tue wed exit
do
case $i in
mon) echo "Monday";;
tue) echo "Tuesday";;
wed) echo "Wednesday";;
exit) exit;;
esac

done

ramesh@dev-db ~> ./ps3.sh

1) mon
2) tue
3) wed
4) exit
#2 1
Monday
#2 4

[VE: BRE MR #2]

R PS3 HIBIAS -
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ramesh@dev-db ~> cat ps3.sh
PS3="Select a day (1-4): "
select i1 in mon tue wed exit
do
case $i in
mon) echo "Monday";;
tue) echo "Tuesday";;
wed) echo "Wednesday";;
exit) exit;;
esac

done

ramesh@dev-db ~> ./ps3.sh

1) mon
2) tue
3) wed
4) exit

Select a day (1-4): 1
Monday
Select a day (1-4): 4

[E: WET ps3TR)E, MARRFDENN "Select a day (1-4):"]

Hi15 32: PS4——PS4- “set -x"FIRBEREEH H BRI

AR SRARAG T OIS REAE T UL AR A T, PS4 PREEAR & AT BLE i3 (5 B -

BB W B PS4 B fishellBHIAH H -

ramesh@dev-db ~> cat ps4.sh

set -x

echo "PS4 demo script"
ls -1 /etc/ | we -1

du -sh ~

ramesh@dev-db ~> ./ps4.sh

++ echo 'PS4 demo script'

PS4 demo script
++ 1s -1 /etc/
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++ wc -1
243
++ du -sh /home/ramesh

48K /home/ramesh

VE: MM sex -x IREHIH B AIFRRTTN ++)

BEPSA & A

PS4 1 ps. sh 158 X 7 FHHANA &

o $0 RTINS A
o S$LINENO R RIIM4ATIATS
ramesh@dev-db ~> cat ps4.sh

export PS4='$0.SLINENO+ '
set -x

echo "PS4 demo script"

ls -1 /etc/ | wc -1

du -sh ~

ramesh@dev-db ~> ./psé4.sh
../ps4.sh.3+ echo 'PS4 demo script'
PS4 demo script

../ps4.sh.4+ 1s -1 /etc/
../ps4d.sh.4+ wc -1

243
../ps4.sh.5+ du -sh /home/ramesh
48K /home/ramesh

[VE: fHf] PS4 J5ff "{script-name}.{line-number}+" JAN set —x ML IER
¥

75 33: PROMPT_COMMAND ¥ iEa&

Bash 7E 7R PS1 Z Hii 564447 PROMPT _COMMAND 7E SCIHS A 45«

ramesh@dev-db ~> export PROMPT COMMAND="date +%k:%m:%S"

22:08:42

ramesh@dev-db ~>

[¥£: PROMPT COMMAND Ml PS1 fEAFAT EIR]

39 www.thegeekstuff.com



Linux 101 Hacks linux.101hacks.com

79B W SARAELE PROMPT COMMAND A1 PS1 7E [F]—4T &7, A -n ST,

ramesh@dev-db ~> export PROMPT COMMAND="echo -n [$(date+%k:%m:%S)]"

[22:08:51] ramesh@dev-db ~>
[¥£: PROMPT COMMAND Fl PS1 7E[A—4T/n]

FNE: HTIRER KR L im PR PS1

5 34: ERFFHEFHASS, WL, JETER

£ PS1 BB TR T RUN =5 EE

o Ju——HFIr#
o /h —FEH4
o /W —Y4mH3%

-bash-3.2$ export PS1="\u@\h \W> "
ramesh@dev-db ~> cd /etc/mail

ramesh@dev-db mail>

75 35: AR B EIR ST (A

81B 7F PS1 5 Y[ & 7 0l LLLAS (LINUX COMMAND) [ 75 04T LINUX 54, 76 F I [ 1
FH$ (date) TEFE7R 7R 2 TS (8] :

ramesh@dev-db ~> export PS1="\u@\h [\$(date+%k:%m:%S)]> "

ramesh@dev-db [11:09:56]>

PR LU\t {ERS 8] BA hh:mm: ss 4% 20E 7R :

ramesh@dev-db ~> export PSI1="\u@\h [\t]> "

ramesh@dev-db [12:42:55]

83B fKid AT LA\ @ = Hir i (] LA 12 /NS i) s -

ramesh@dev-db ~> export PS1="[\@] \u@\h> "
[04:12 PM] ramesh@dev-db>
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BTG5 36: AR A< HIH AR NRRRE

PRAT AR $7R B AR R LINUX a2 0% i, R Al & 8o 7 =T, BL7 17 fMorke:

\ A AN

\h EHH

Skernel version Fname -r ERHZER
\$! Ja—FamHPRE

o O O O

ramesh@dev-db ~> kernel version=$ (uname -r)
ramesh@dev-db ~> export PS1="\!|\h|$kernel version|\$?> "

473|dev-db|2.6.25-14.fc9.1686|0>

BY5 37: BERRSATHETRBG

Mt BoRSR AT 4, ENLAG, AT H 5 R

$ export PS1="\e[0;34m\u@\h \w> \e[m "
[E: i)
$ export PS1="\e[l;34m\u@\h \w> \e[m "
[VE: BEgtE)

o \el —RpPERIRIEGLE
o x;ym —RRPEHIAIS. B KRS T A U
o \e[m —RHBIERTRR NS AR E

PR :

M 0:30
¥ 0;34
2 0;32
H 0;36
2L 0;31
£ 0;35
k% 0;33
[E: H 1R 0, TRV AR R A ]

¥ T N5 A~/.bashrc Bi~/.bash_profile A] LAMEH & A 423
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$ vi ~/.bash profile

STARTCOLOR="\e[0; 34m"';
ENDCOLOR="\e [Om"
export PS1="$STARTCOLOR\u@\h \w> $ENDCOLOR"

75 38: HRRSHNERE

TEPS1 A& “/e{codelm” {EA) AL R FTHIE S

$ export PS1="\e[47m\uR\h \w> \e[m "

i

[ BRmKHR]

uﬂ

[F) B X038 iy o £ RN Y St £

$ export PS1="\e[0;34m\e[47m\u@\h \w> \e[m "

t

b
il

AR K 5]

En

[VE:

d
b

87B ££"/. bashrc 8%~ /. bash profile AsINUN 18 A4 | THI 1 2% - Hir 5% €0 F0RN 1 5% 601 15 B AR
171k,

$ vi ~/.bash profile

STARTFGCOLOR="'\e[0; 34m"';

STARTBGCOLOR="\e [47m"

ENDCOLOR="\e [Om"

export PS1="$STARTFGCOLORSSTARTBGCOLOR\u@\h \w>
SENDCOLOR"

N NI RO, Pt —MRERE:

\e
\e
\e

40m
41m
42m
\e[43m
\e[44m
\e[45m
\e[46m
\e[47m

o 0O 0O O O O O O

[
[
[
[
[
[
[
[

575 39: FERARH BARSFHBEL

E™/bashre H NN ) 8 Bost vT LSRR 75 o BoR 2 i
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function prompt {
local BLUE="\[\033[0;34m\]"
local DARK BLUE="\[\033[1;34m\]”
local RED="\[\033[0;31m\]"”
local DARK_RED="”\[\033[1;31m\]”
local NO COLOR="”\[\033[0m\]”
case S$TERM in
xterm* | rxvt*)
TITLEBAR='\[\033]0;\u@\h:\w\007\]"’
*)
TITLEBAR=""
esac
PS1="\u@\h [\t]> ”
PS1="${TITLEBAR}\
SBLUE\u@\h SRED[\t] >$NO_COLOR ”
PS2='continue-> '
PS4='"50.S$LINENO+ *‘

PRAT AE B B sl “source” A AT LAk Fib B AUERL

$. ./.bash profile
S prompt

ramesh@dev-db [13:02:13]>

75 40: F tput B RRFTHE

PRATRAZE PST HRATH] “tput” B IRRFTEIE

$ export PS1="\[$ (tput bold)$ (tput setb 4)S$ (tput setaf
7)N]\uC\h:\w $ \[$ (tput sgr0)\]"

tput W E BT

tput setab [1-7] - BIFANSTH LIKE R
tput setb [1-7] - WEER

tput setaf [1-7]1 - JBIFANSTH AT E T &
tput setf [1-7] - WEREHIH

o O O O

tput W ESCA T

o tput bold - wE A
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o o0 0O O O O O

tput dim - FTHEIEFER
tput smul - Fo6 T I 28
tput rmul - BH FRIZ#
tput rev - TR
tput smso - HEARHEREI
tput rmso - IBHRHEREI
tput sgr0 - KRHEEME

tput FIFENL

O O O O O O O O

~ o b W NP O

- H

HT5 41: FREEK PS1 BRAIEHE TSR

i T T AR EE AT A B O HRRRIR AT

o

o

O

o 0 0o 0o o o o o o o o o o o o o o o

\a
\d

N 2 S

ASCIIMEFHF
DIYER A Homikg (B R HE (B, “Tue May 26”7)

\D{format} - A ft&stritime (3), REIMERIEANIIORFZEHS, FH
IS PA IR E I R, 2SS,

\e
\
\H
\J
\1
\n
\r
\s
\t
\T
\@
\A
\u
\v
\V
\w
\W
\!

oy

ASCITH UFHF

W ENAANE NIRRT —E 2>

FH4

LhTshel 1 H IIIE VAL

shell &K

47

[ %=

shell#:, $0 WIE:AA (H)5 —MREIIFD)
PL24-hour HH:MM:SS %3 IE 7 24 7 A (8]
PL12-hour HH:MM:SS %7 IE s 24 5 A (8]
PL12-hour am/pmi& R a1 TE

PL24-hour HH:MM #%UR U8 R A HT I (7]
ETH I 4

bashf AT (Fillr 2.00)

bash KATH, WAS+4NT 5 (Fln 2.00.0)

YT TAEE %, 4 TAEH 2 SHOMERT, HEIR S HKR
LHT LA H 2, B LAEH 2 SHOMER, HIR T HER
& P
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\# Sl KT

\$ WRAMMHFIDZ 0, X/MERZH, HUAS

\nnn FAREAHR 3 EL

\\ SORHL

\ [ AR H AT E AR, AT BLHR N B4R 1 2 g 28 1 1 41 b
\1 AR AT A AR i

o O O O O O

15 42; @i PS1 8 bash shell %

YRAT LAAG R [ ABEELE PST HHifiH— > bash shell B

ramesh@dev-db ~> function httpdcount {

> ps aux | grep httpd | grep -v grep | wc -1

>}

ramesh@dev-db ~> export PS1="\u@\h [ httpdcount ]> "
ramesh@dev-db [12]>

[ BRHATETH httpd BEAE A S

FEFH IR AR, aTLOB I, /bash profile il . /bashrc H

$ vi .bash profile
function httpdcount {
ps aux | grep httpd | grep -v grep | wc -1
}
export PS1='\u@\h [ httpdcount ]> '

15 43: & PS1 HifH shell 4

PRA] LAZE PST AR BRIAS . A iR 76 PST F i /bin/total filesize. sh A , ZBATT DLt
HETH R BT SO RN R A,

ramesh@dev-db ~> cat ~/bin/totalfilesize.sh
for filesize in $(1s -1 . | grep "*-" | awk '{print
$51")
do
let totalsize=$totalsizet+S$Sfilesize
done
echo -n "$totalsize"
ramesh@dev-db ~> export PATH=$PATH:~/bin
ramesh@dev-db ~> export PS1="\u@\h
[\$ (totalfilesize.sh) bytes]> "

ramesh@dev-db [534 bytes]> cd /etc/mail

ramesh@dev-db [167997 bytes]>
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[VE:

#it pS1 P totalfilesize.sh s 4AT HSEHTA SCAR)RRT
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BLE: HEMNEYE

FI5 44: zip SR
EREA zip 48 AN CHIR?
1B zip {.zip file-name} {file-names}

# zip var-log-files.zip /var/log/*
adding: var/log/acpid (deflated 81%)
adding: var/log/anaconda.log (deflated 79%)
adding: var/log/anaconda.syslog (deflated 73%)
adding: var/log/anaconda.xlog (deflated 82%)
adding: var/log/audit/ (stored 0%)
adding: var/log/boot.log (stored 0%)

deflated 40%

deflated 42%

adding: var/log/boot.log.l )
5)
5)
)

adding: var/log/boot.log.2
deflated 40%
deflated 40%

(
(
adding: var/log/boot.log.3 (
(

adding: var/log/boot.log.4

T3 A FR E — A B R % B R 30

# zip -r var-log-dir.zip /var/log/

updating: var/log/ (stored 0%)
adding: var/log/wtmp (deflated 78%)
adding: var/log/scrollkeeper.log (deflated 94%)
adding: var/log/rpmpkgs.3 (deflated 68%)
adding: var/log/spooler (stored 0%)
adding: var/log/cron.2 (deflated 90%)
adding: var/log/spooler.l (stored 0%)
adding: var/log/spooler.4 (stored 0%)
adding: var/log/httpd/ (stored 0%)
adding: var/log/rpmpkgs.l (deflated 68%)
adding: var/log/anaconda.log (deflated 79%)
adding: var/log/secure.?2 (deflated 93%)

WA a*.zip IE4EH?

# unzip var-log.zip
Archive: var-log.zip

inflating: var/log/acpid
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inflating: var/log/anaconda.log
inflating: var/log/anaconda.syslog
inflating: var/log/anaconda.xlog

creating: var/log/audit/

¥

S8 v BE MR REE R

\

# unzip -v var-log.zip

Archive: var-log.zip

Length Method Size Ratio Date Time CRC-32
Name
1916 Defl:N 369 81% 02-08-08 14:27 e2ffdcOc
var/log/acpid
13546 Defl:N 2900 79% 02-02-07 14:25 34cc03al
var/log/anaconda.log
skip..
7680 Defl:N 411 95% 12-30-08 10:55 fe876ee9
var/log/wtmp.1
40981 Defl:N 7395 82% 02-08-08 14:28 6386a95e

var/log/Xorg.0.log

41406991 2809229 93% 56

files

WA E— A28 S RO T & R KSR ?

# unzip -1 var-log.zip

Archive: var-log.zip

Length Date Time Name

1916 02-08-08 14:27 var/log/acpid
13546 02-02-07 14:25 var/log/anaconda.log
..skip..
40981 02-08-08 14:28 var/log/Xorg.0.log
40981 02-08-07 14:56 var/log/Xorg.0.log.old

41406991 56 files
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15 45: zip mE A
zip a2 HRAL T AN R AR

% 0 RmARES, AR, A

SRR 1 IRGERAR, (HE AR R

B 6 BN R85 2

S5O o WIIRAEF fem, (HERENtRZ, BRSO, AT feHets T RIS o

o O O O

NHEI R AR SR 0, 6, H9 RAFREM—AHE, BEMATD LY T
KNz

# zip var-log-files-default.zip /var/log/*
# zip -0 var-log-files-0.zip /var/log/*
# zip -9 var-log-files-9.zip /var/log/*

# 1s -1tr

—rw-r--r-- 1 root root 2817248 Jan 1 13:05
var-log-files-default.zip

—rw-r--r-- 1 root root 41415301 Jan 1 13:05
var-log-files-0.zip

—rw-r--r-- 1 root root 2582610 Jan 1 13:06

var-log-files-9.zip

15 46: zip XXHRIEERY

i zip iy &0 P GRTURINE 2ip SCIF

#zip -P mysecurepwd var-log-protected.zip /var/log/*

{E shell A /R LB TORMUR & TARRA SRR, BT M7,
P AR RS AE History HHAl Mo BTEA, XAMWHEEEZEAE ] N IA R e BWORIE B 1.

# zip -e var-log-protected.zip /var/log/*

Enter password:

Verify password:

updating: var/log/acpid (deflated 81%)

updating: var/log/anaconda.log (deflated 79%)
GURER L AE— A B LR 1) e 4 SR, 2Bl R A N 2R

# unzip var-log-protected.zip
Archive: var-log-protected.zip

[var-log-protected.zip] var/log/acpid password:
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15 47. KA zip UK B

A WAEARAR LR zip AR e B OB R e . XIS AT DASE A G R Bk ) ¢ a7

# unzip -t var-log.zip

Archive: var-log.zip

testing: var/log/acpid OK
testing: var/log/anaconda.log OK
testing: var/log/anaconda.syslog OK

skip...

testing: var/log/wtmp OK
testing: var/log/wtmp.1l OK
testing: var/log/Xorg.0.log OK

No errors detected in compressed data of var-log.zip.

BI5 48: tar fydHIERAIR
tar fy 2 (tape archive) HIRHK —HE SRS Bl— AN VAR SO

ik tar  [EI [RESESCHRAAR] [ ZEARIISCAT]

BRI P B 3T U T B AR — &4 S0

N 2K/ tmp H R A — %8 my_home_directory. tar &R . Sb& 0 SCAHE
% /home/ jsmith N E SCHMF H%.

BRI c, BIERE .
ETL v, verbose B, BITEMAPATEREF R RELZER.
BRI £, fEaA R H AR SO 4 .

#tar cvf /tmp/my home directory.tar /home/jsmith

RIZELEE AR B EWRER A2

MBIt 23 S A SO L TH R T A S A
# tar tvf /tmp/my home directory.tar
B MRS RSB SCAE?

R x AT AR SR SR, T T 4513 2R TSORS S ST B Y 7 B 24 I H ok

#tar xvf /tmp/my home directory.tar
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EREN targz R EBITRE HR?

#tar xvfz /tmp/my home directory.tar.gz -C /home/ramesh

815 49. 1F tar H{#H gzip, bzip2
BRETE tar RER gzip?

AP tar. gz M 2 He 4 SOOI 75 ZEARANIE T 2

#tar cvfz /tmp/my home directory.tar.
#tar xvfz /tmp/my home directory.tar.

#tar tvfz /tmp/my home directory.tar.

[VE: i gzip Bt bzip2 -]
EFELE tar HER bzip2?

AP tar. bzip2 M2 H 4 SCPFI 75 2R ANIE T

#tar cvfj /tmp/my home directory.tar.
#tar xvfj /tmp/my home directory.tar.
#tar tvfj /tmp/my home directory.tar.

[7E: £/ bzip2 RIRAL gzip RHIESEHR]

gz /home/jsmith
gz
gz

bz2 /home/jsmith
bz2
bz2
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#)\&E: history frd

WRVRG H A 4T, IS AAT R i & D0 S S SRR IR R3Sk, —
FARESR 7 3HA T HEE A 15 M, ARt KU A A7 AT S0

15 50: f#F HISTTIMEFORMAT 7& 7 ¥ # &7~ TIMESTAMP

EH LT, SRR &4 history B, “5r BRI N e RIS . R
HTHEAEGSHER, e 2R kS RAH, W FPR.
# export HISTTIMEFORMAT='SF T '
# history | more
1 2008-08-05 19:02:39 service network restart
2 2008-08-05 19:02:39 exit
3 2008-08-05 19:02:39 id
4 2008-08-05 19:02:39 cat /etc/redhat-release

[ RBATLARE alias WAREBRBIEHL L2

alias hl='history 10'
alias h2='history 20'
alias h3='history 30'

15 51: FACtrl + RBEFHEHS

FAEHE BS IX D Z A B I history 81, MARPAT T — BB KMGASZ )5, RAE
FRBFHER T HEmAREENPIT XA MA T ER B LGSR —E. Tike: #%
T Ctrl + RARJEHN R T,

EUFRBI, % “red” , WRRLINIH LR AN red” s “cat
/etc/redhat-release” .

[vE: FEmATIORE TIZT ctrl+RrR, & Sl TR reverse-i-search” ]

(reverse-i-search) ‘red': cat /etc/redhat-release
[ MEIMRENGLEEEgE, Hn EHPITX%mL T ]
# cat /etc/redhat-release

Fedora release 9 (Sulphur)
A BIRHBAR T EEAEAT — 25 P s fin & AT iR e e, RAT DU R EIRFEE R “httpd”
i on ) B4 “service httpd stop” , EEEAE “stop” BN “start” REHATE

[F: fEMmARAFF NE ctr1+R , BB RIERTFreverse-i-search”]

(reverse—-i-search) "httpd : service httpd stop
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[V : BRRBER LG4 AR BE AR, ] IEPITR % a2 2Rl e T ]
# service httpd start

$¥5 52: WUMARK T ERESRAT Z BT <
I T RS ISR 5 A BT Z BT E &, T A 52 T B PR A A 0 4
LI ERE Cup arrow ) EE L&E4, HEERIT.

2. E R AT R L IR fL 42

3. FERTAAT R -1 JFIIE 4.

4. 4% Ctr1+P BoR Bokan 4, B EHAT,

BiY5 53: PATH B amH HIRFE frd
FEFHBODITH, RGBT I & A4, ST 4 7T

# history | more

1 service network restart
2 exit

3 id

4 cat /etc/redhat-release
# 14

cat /etc/redhat-release

Fedora release 9 (Sulphur)

BF5 54: PATURFEFIFRHIPL L&

BN RREE S EAT I Ar 2 AT LA BE . R R IEE T, SN ps, BIZE, AT S
ALl “ps” FFkMY “ps aux | grep yp”
# 'ps
ps aux | grep yp
root 16947 0.0 0.0 36516 1264 ? S1 13:10 0:00 ypbind
root 17503 0.0 0.0 4124 740 pts/0 S+ 19:19 0:00 grep yp

#15 55: F HISTSIZE #2474 1 a3

TR HBIFEATEINE]. bash profile SR )G B H &35k bash (PE&7E: I source . bash profile HfJ
i) BEAH A, EXAMTH, bash fiy2 7 it A AE 450 24 .

# vi ~/.bash profile
HISTSIZE=450
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HISTFLESIZE=450

15 56: ¥/ HISTFILE %25 82 Xx#4:44

ERINEGL T, a2 B f£7E. bash history AFH, ETFHA—4TEINE]. bash profile X
fErp, BT & shell, . commandline warrior M AHUR. bash history S kfg 4 58
e AR LA XA iy 2 SRIB EEAS [F) & it AT A 2, i R FE ZEE AN [R) 2 P BT AT 1Y
A PRAFAEAN R 19 3 s SO A BT

# vi ~/.bash profile

HISTFILE=/root/.commandline warrior

15 57: {8 HISTCONTROL RiEk & H EHHESLEE % H

fE RO pvd BN T =0, RG] history IR, IREE BIIL= S S HEL L.
B¢ E HISTCONTROL A ignoredups, Ky E iy 4

# pwd

# pwd

# pwd

# history | tail -4

44 pwd

45 pwd

46 pwd

47 history | tail -4

E: B pwd AT T =R JE, IR =5 pwd T ]

[

# export HISTCONTROL=ignoredups
# pwd

# pwd

# pwd

# history | tail -3

56 export HISTCONTROL=ignoredups

57 pwd

58 history | tail -4

[ RIE BT pwd #EAT 7=k, iR R —% pwd i 2]

15 58: f#FH HISTCONTROL BN FHEFERBREEMS
LT ignoredups ERRIESLEE KIS, EHMREANAGLTEHREL ML, 8 HISTCONTROL
WH K erasedups

# export HISTCONTROL=erasedups
# pwd
# service httpd stop

54 www.thegeekstuff.com



Linux 101 Hacks linux.101hacks.com

# history | tail -3

38 pwd

39 service httpd stop

40 history | tail -3

# 1s -1ltr

# service httpd stop

# history | tail -6

35 export HISTCONTROL=erasedups
36 pwd

37 history | tail -3

38 1s —1ltr

39 service httpd stop

40 history | tail -6

[VF: ZHIfE pwd G service httpd stop & #lRE T

75 59: fEF HISTCONTROL 3% history ZES &K Edrd

FERAT — 252, UKAT LUK HISTCONTROL B BN ignorespace JFAE Zr & AN _E— MoK
Nhistory BHRIZ A4, ATLATULKIR, REVIHARGE E I NATRE M history HHERIIR
FEH 2 i & TR AT o

Tf# ignorespace M LAFTARMREF. AL, SEERAHRGAZEM history HEMHRAEM L.

# export HISTCONTROL=ignorespace

# 1ls —1ltr

# pwd

# service httpd stop

[i: fE service WA E—A24%, DMELEAR S 15 b 208 E ]
# history | tail -3

67 1ls —ltr

68 pwd

69 history | tail -3

&«F7 60: fEA c EIRERFTA B 2w d

A IR B VR AR EE B AT 5 52 a2 o AR AL history ZREE T AF:

# history -c

TY7 61: HHWLIEFTHIAR

IR R P LAy, URATREA AT — D S NIRIE SR 20 e & A RS2 .
FEAGIT, vi ZJEH7 87 ATRLRE AT — & IS EUECN 2 AT 2 IS L
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# 1ls anaconda-ks.cfg

anaconda-ks.cfg

# vi !1:8

vi anaconda-ks.cfg

FETHEEGT . RIRE vi FRSE “7 LD NS AR LaTdH <.

# cp anaconda-ks.cfg anaconda-ks.cfg.bak

anaconda-ks.cfg

# vi !'”

vi anaconda-ks.cfg

BF7 62: EHHrEmLHIRTESH

FETRBIF, lep:2 fEar 2 PR ER L cp Ik 4, JRREESE A SOy AT a2 (1s -1)
eSS 8

# cp ~/longname.txt /really/a/very/long/path/long-filename.txt

# 1s -1 !cp:2
1s -1 /really/a/very/long/path/long-filename.txt

ERHBIFrR “lep:$” FHRICHTLL cp NI, HIEZFZBLSHIEG — NS HERXA
BlFHKIHZESE —ASHD BHg “1s - 17 .

# 1s -1 !cp:$S
1s -1 /really/a/very/long/path/long-filename.txt

175 63: F HISTSIZE 2/ history

WRPRAEZER] history, MASik bash shell idsRIA4, & ASAEIE HISTSIZE 0 B
.

# export HISTSIZE=0
# history

# [VE: PUT history EEH B EMAE R

75 64: F HISTIGNORE ik history 7EfEfE i Z B FE Lk 4

BHEARABAE LR EEREW “pwd” , “1s” ZZRIFEAIES, A LA HISTIGNORE Z0%iX L 45

%,
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JERAE HISTIGNORE FFiffn “1s” , RZME “1s” AR “1s - 17 o —E BHER NS H 220
TR o

# export HISTIGNORE="pwd:1ls:1ls —-ltr:”
# pwd

# 1s

# 1s —-1ltr

# service httpd stop

# history | tail -3

79 export HISTIGNORE="pwd:ls:ls -ltr:”
80 service httpd stop

81 history

[VE: history i@ AE/R pwd Ml 1s]
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BLE: REEHEES

15 65: H fdisk #HTHKX

BIRENR S5 a5 LA LA i )n , IRF E KL fdisk AR T HBAT MBI 71X
fdisk FFAHR IR HE 5 FhIEAHRAT

o n - GIEHHX
o d - MEE— 1 EfHHTX
o p — fTEIIAR XK
o w — BHEENEANEBGIXE, HELRAE.
o g - B fdisk
BIEH S X

FENHERIS T, RAIE T EDX /dev/sdal

# fdisk /dev/sda

Device contains neither a valid DOS partition table, nor Sun, SGI or
OSF disklabel Building a new DOS disklabel. Changes will remain in
memory only,

until you decide to write them. After that, of course, the previous
content won't be recoverable.

The number of cylinders for this disk is set to 34893.

There is nothing wrong with that, but this is larger than 1024, and
could in certain setups cause problems with:

1) software that runs at boot time (e.g., old versions of LILO)
2) booting and partitioning software from other OSs

(e.g., DOS FDISK, 0S/2 FDISK)

Warning: invalid flag 0x0000 of partition table 4 will be corrected
by w(rite)

Command (m for help): p

Disk /dev/sda: 287.0 GB, 287005343744 bytes

255 heads, 63 sectors/track, 34893 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes

Device Boot Start End Blocks Id System

Command (m for help): n

Command action

e extended

p primary partition (1-4)

P
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Partition number (1-4): 1

First cylinder (1-34893, default 1):

Using default value 1

Last cylinder or +size or +sizeM or +sizeK (1-34893, default 34893):
Using default value 34893

Command (m for help): w

The partition table has been altered!

Calling ioctl() to re-read partition table.

Syncing disks.

Bl X7 BRI

# fdisk /dev/sda

The number of cylinders for this disk is set to 34893.

There is nothing wrong with that, but this is larger than 1024, and
could in certain setups cause problems with:

1) software that runs at boot time (e.g., old versions of LILO)
2) booting and partitioning software from other OSs

(e.g., DOS FDISK, 0S/2 FDISK)

Command (m for help): p

Disk /dev/sda: 287.0 GB, 287005343744 bytes

255 heads, 63 sectors/track, 34893 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes

Device Boot Start End Blocks Id System

/dev/sdal 1 34893 280277991 83 Linux

Command (m for help): g

15 66: A mke2fsk R4 X

FEREEE T Xm, BERLRA #E UL, BRI, XA . ERXAPBL AREAT=K L&
ARG B, RS 1 LT ARG B WA R (superblock) ANFAE:

# tune2fs -1 /dev/sdal

tune2fs 1.35 (28-Feb-2004)
tune2fs: Bad magic number in super-block while trying to open /dev/sdal

Couldn't find valid filesystem superblock.

AL mke2f's Skekg XALREAT -

# mke2fs /dev/sdal

PR AT LATE mke2fs RN NS4 -
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o -m 0 : reserved-blocks-percentage -iXNHRIBR MM RGIREER
ARt . BRSO N 2 5%, 78 FEmerF4, BExEN .
o -b 4096 : block-size specified in bytes. BHIENEFAH 1024,

2048 B 4096 FHi,

# mke2fs -m 0 -b 4096 /dev/sdal

mke2fs 1.35 (28-Feb-2004)

Filesystem label=

0OS type: Linux

Block size=4096 (log=2)

Fragment size=4096 (log=2)

205344 inodes, 70069497 blocks

0 blocks (0.00%) reserved for the super user
First data block=0

Maximum filesystem blocks=71303168

2139 block groups

32768 blocks per group, 32768 fragments per group
96 inodes per group

Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208,

4096000, 7962624, 11239424, 20480000, 23887872

Writing inode tables: done

Writing superblocks and filesystem accounting information:

done

This filesystem will be automatically checked every 32 mounts or 180

days, whichever comes first. Use tune2fs -c or -i to override.

PAE A& B8 — > ext2 BISCF R GE. WERIEEIE ext3 XA RGN AT dr

# mkfs.ext3 /dev/sdal
# mke2fs -j /dev/sdal

15 67: HERSX

B XA e, AR DI E EEE A R .
BT DS X 0 H %

# mkdir /home/database

HHO R4

# mount /dev/sdal /home/database

LRSI H G 5 B s R S8, N HA)—BUIAZE] /ete/fstab
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/dev/sdal /home/database ext3 defaults 0 2

15 68: F tune2fs /T4 XiF%

mr, R4 tune2fs -1 /dev/sdal EEMFRGHUEE:

# tune2fs -1 /dev/sdal

tune2fs 1.35 (28-Feb-2004)

Filesystem volume name: /home/database
Last mounted on: <not available>
Filesystem UUID: £f1234556-e123-1234-abcd-bbbbaaaaaell
Filesystem magic number: O0xEF44

Filesystem revision #: 1 (dynamic)
Filesystem features: resize inode filetype sparse super
Default mount options: (none)

Filesystem state: not clean

Errors behavior: Continue

Filesystem OS type: Linux

Inode count: 1094912

Block count: 140138994

Reserved block count: 0

Free blocks: 16848481

Free inodes: 1014969

First block: O

Block size: 2048

Fragment size: 2048

Reserved GDT blocks: 512

Blocks per group: 16384

Fragments per group: 16384

Inodes per group: 128

Inode blocks per group: 8

Filesystem created: Tue Jul 1 00:06:03 2008
Last mount time: Thu Aug 21 05:58:25 2008
Last write time: Fri Jan 2 15:40:36 2009
Mount count: 2

Maximum mount count: 20

Last checked: Tue Jul 1 00:06:03 2008
Check interval: 15552000 (6 months)

Next check after: Sat Dec 27 23:06:03 2008
Reserved blocks uid: 0 (user root)
Reserved blocks gid: 0 (group root)

First inode: 11
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Inode size: 128
Default directory hash: tea
Directory Hash Seed: 12345829-1236-4123-9aaa-cccccl23292b

PRABATELA tune2fs SRIAEE ex2/extd ARG SHL. B, WRIKBREITRGES,
PRAT CLHEAT U0 $R A -

# tune2fs -1 /dev/sdal | grep volume

Filesystem volume name: /home/database

# tune2fs -L database-home /dev/emcpoweral

tune2fs 1.35 (28-Feb-2004)

# tune2fs -1 /dev/sdal | grep volume Filesystem volume name:

database-home

%5 69: BIERHL X

WIS, B SRS

# dd if=/dev/zero of=/home/swap-fs bs=1M count=512

51240 records in

512+0 records out

# 1s -1 /home/swap-fs

-rw-r--r—-— 1 root root 536870912 Jan 2 23:13 /home/swap-fs

A mkswap 7 home/swap—fs S Fi6IE/—/ Linux ZZ#=[A],

# mkswap /home/swap-fs

— BRI I e O Linux SHeas(a], it ml DAEEAT 4R B AR Lk 58 a3 [A) 2245 AT TR oK «

# swapon /home/swap-fs

R —ATIAZE] /ete/fstab , SRJGHEE, KRS DXt LUEH] 1!

/home/swap-fs swap swap defaults 0 O

555 70: QIS
I — AN L —— A A

DR ZAR I 4

# useradd jsmith

RBS S B —AH
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PRIEAT BME R LU IS HOR(EH] useradd:

o -c : AXMFMFER.
o —e : AP, Pl mm/dd/yy #ER.

# adduser -c "John Smith - Oracle Developer" -e 12/31/09 jsmith
Verify that the user got added successfully.

# grep jsmith /etc/passwd

Jsmith:x:510:510:John Smith - Oracle
Developer:/home/jsmith:/bin/bash

ESH Y

# passwd jsmith

Changing password for user jsmith.

New UNIX password:

BAD PASSWORD: it is based on a dictionary word
Retype new UNIX password:

passwd: all authentication tokens updated successfully.
7y R NS PR ARV Jas DOl = N7 e R SR UL L
I € useradd fEFRIBRIME 2

PR 24 P e B I 2 P B R BRIA -

# useradd -D

GROUP=100
HOME=/home
INACTIVE=-1
EXPIRE=
SHELL=/bin/bash
SKEL=/etc/skel

15 71: SIEHKAHIBHE I IZA
BB —ANFOTF RS P A

# groupadd developers

Bl P R T Al
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# grep developer /etc/group

developers:x:511:

EAFRNE - EEFERAF4ALE

RARER] useradd BB — D ELAARHT, SRR BT PHFRE R

# useradd -G developers jsmith

useradd: user jsmith exists

# usermod -g developers jsmith

BN P AR BRI B

# grep jsmith /etc/passwd
jsmith:x:510:511:0racle Developer:/home/jsmith:/bin/bash

# id jsmith
uid=510 (jsmith) gid=511 (developers) groups=511 (developers)

# grep jsmith /etc/group
Jsmith:x:510:
developers:x:511:jsmith

15 72: 1E OpenSSH Fi& & SSH Ko 2574 B fii

R~ ssky-keygen Fll ssh-copy—id, X FFiELL 3 MPEMFEI R E, RICHEINEL A
Bt e Linux EAL.

ssh—keygen GI@NHMZELH,  ssh—copy—id FEASH FHLHKAEHE §i1] 20 FE EALT
authorized keys A F. ssh—copy—-id H&45imfe EHLAH ) H Chome) A1/, ssh, Al
“/. ssh/authorized keys % B & MR

BB 1 B ssh-key-gen FEARLFEN. HAIE AAMEEH

jsmith@local-host$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/jsmith/.ssh/id rsa) : [Enter

key]
Enter passphrase (empty for no passphrase): [Press enter key]
Enter same passphrase again: [Pess enter key]
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Your identification has been saved in /home/jsmith/.ssh/id rsa.
Your public key has been saved in /home/jsmith/.ssh/id rsa.pub.
The key fingerprint is:
33:b3:fe:af:95:95:18:11:31:d5:de:96:2£:£2:35:£f9 jsmith@local-host

S 2: B ssh-copy-id EBAHEH BEAEEN L
jsmith@local-host$ ssh-copy-id -i ~/.ssh/id rsa.pub remote-host

jsmith@remote-host’s password:

Now try logging into the machine, with “ssh ‘remote-host’”, and check
in:

.ssh/authorized keys to make sure we haven’t added extra keys that

you weren’t expecting.

[V£: ssh-copy-id {E#HHEMEIZEFN .ssh/authorized key F.]
S 3 BEREFIEEEN

jsmith@local-host$ ssh remote-host
Last login: Sun Nov 16 17:22:33 2008 from 192.168.1.2
[VE: SSH Aexif)a%5hg . ]

jsmith@remote-host$ [J¥: FRILECEEFH T@EEEN L]

B 73: 5 ssh-agent —#2RfEH ssh-copy-id

5 ssh-add/ssh-agent —&Rf#EH ssh-copy-id
M EALA T 1 8# Y/, ssh/identity. pub AELERS, ssh—copy—id 2> E7RU1 R4
LRSS

jsmith@local-host$ ssh-copy-id -1 remote-host
/usr/bin/ssh-copy-id: ERROR: No identities found

WRRE L H ssh-add B fbﬁﬁﬂD%QQUsshfagentgt 84 ssh—copy—id 2= M ssh—agent Jf H.15 5
FH, AR BN L. WL, URAY ssh-copy—id f&i#h 1 LRy, EaEH M
ssh-add - L A2 $2Ati s 403 fE E 0 L.

jsmith@local-host$ ssh-agent S$SHELL

jsmith@local-host$ ssh-add -L

The agent has no identities.
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jsmith@local-host$ ssh-add
Identity added: /home/jsmith/.ssh/id rsa (/home/jsmith/.ssh/id rsa)

jsmith@local-host$ ssh-add -L
ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAQEAsSJIEILxftj8asSxMa3d8t6JvM79D
aHrtPhTYpg7kIEMUNzApnyxsHpH1tQ/Ow== /home/jsmith/.ssh/id rsa

jsmith@local-host$ ssh-copy-id -i remote-host

Jjsmith@remote-host’s password:
Now try logging into the machine, with “ssh ‘remote-host’”, and check
in: .ssh/authorized keys to make sure we haven’t added extra keys that

you weren’t expecting.

[VE: & ssh-add -L SosHIZH I
PLFRFF ssh-copy-id B =AM K/ .

L. BRIAA#H: ssh-copy-id LL /. ssh/identity. pub NERIAMI A BHLE,
NG 1 ARERIAR) o (22 HIAEM id dsa.pub, ={id rsa.pub, B{
identity. pub AABEMABINEY . Wtk ReEN e —MEE, Eulh
A M BIEREEN . WEREN AN BEE =M, RGNS BOAE

identity. pub

2. WIERHEES B4 24 ssh-agent iz{THf, ssh-add -L i[7] “The agent has no
identities” (Hpl RVl A %NS ssh-agent F), ssh—copy-id <
HHI{EE  “The agent has no identities” ZFIFEFHL LM authorized keys
g

3. authorized keys/JEEI: FAE ssh-copy-id 7] LAAZFE EHL

authorized keysH EEIMA MM WRIRTEAM TN L L IRIE4T ssh—copy—id,
EB S — H I R — R N BT AR LA authorized keys SCAF L AN £ 42
LBHEEET. AMEAEEHM ] PUES TIE. HiE, HEZRAELL
authorized keys X ff.

#35 74: crontab

i crontab /R AT LAFEFR 72 MRS TH]$0AT — A shel 1 JHIA B — R 51 Linux i 4. BlU1RSEH R

GH— A & AT S A R s AT

A cron HEII—AMENL?

# crontab -e
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05 * * * /root/bin/backup.sh

XK R 5 55847 /root/bin/backup. sh

Cron ZIRFIHR

LR & crontab SCEEIHRE

{minute} {hour} {day-of-month} {month} {day-of-week}
{full-path-to-shell-script}

o minute: X[ 0 - 59

o hour: X[ER0 - 23

o day-of-month: X[EN 0 - 31

o month: XIEAN1 - 12. 1 &1 H. 12212 H.

o Day-of-week: X[EJF0 - 7. FAHWLLE 08 7.

Crontab 7=

1. 7£ 12:01 a.m 1817, BEFRERE 8. X —Ma AT &0, By &

A K.

1 0 * * * /root/bin/backup.sh
2. "ATAHEH Mon - Fri) 11:59 p.m AT &4 1E N .

59 11 * * 1,2,3,4,5 /root/bin/backup.sh

THEET5 BRI RR—

59 11 * * 1-5 /root/bin/backup.sh
3. B 5 it — ka4

*/5 * * * x /yoot/bin/check-status.sh
4. BANHBIE—R 1:10 p.m 1T

10 13 1 * * /root/bin/full-backup.sh
5. HATAEH 11 p.m 817,

0 23 * * 1-5 /root/bin/incremental-backup.sh

Crontab &R

PLFJ& crontab FIA 2T :

o crontab -e : BN crontab . WRXHANEFESENEE,
o crontab -1 : /8 crontab XAf.
o crontab -r : MR crontab XAf.
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o crontab -ir : MR crontab MAFRTHREEH .

Y5 75: F Magic SysRq #3LH1 Linux Z4&E /5

Magic SysRg #& Linux Wi —/NH A8 (key combination) , ‘& VA /o] LLARK RGEHIR
AT — LKL -

B SR MR Gl 5 IR 7S Uk R i Sk Bl L B T AN S OR SO R g8, A
Alt+SysRq BN bE— MM 8 Hlk. fERZE ARG+ SysRq #E5i& Print Screen .

B, IR ER T HEAKESE SysRg AR

echo "1" > /proc/sys/kernel/sysrq

SysRq XfMHIAEEEFIR

PLR X Alt+SysRgtcommandkey 4 2LH Commandkeys.

‘K - R EXRTIEMIEHI S (virtual console) BITHIHERE .

‘s’ - EHRFEL A HEIISUE RS

‘D7 - ANEES X WEAMIED ST LR E S R4

e’ - MR Tinit JMITAFFEKIE SIGTERM 5.

m’ - BEYETR ARG B R S .

‘17 - MR T init AMPPTABREKE SIGKILL E5.

‘v’ - JEERA M rawBi s (R R X1 1 XL R B o xTaTERER.
‘s’ - fERTEHBE ST RGE L.

‘©F - BUAMES IS LU EATNGE B 2R A .

u’ - PUR S E A CH RS RS

‘o’ - ALK ARG

‘O - BT A AE R AR SRS B BRI A .

‘0-9'- WEBHIGIHEZ A, MR a8 NZE .

£ - KM oom kill SRR L WNAFRIHERE.

‘n’ - FRERFEBIUIE . (HARARR T IR B (s A b At B AR AT UFT B H A B B

o 0o o o 0o o o 0o 0o O o o o o o

HATHATCAAG %8 5 /proc/sysrq-trigger CHFH . i, R RGIKAT LUISAT H i)

PSP
i 2

echo "b" > /proc/sysrqg-trigger

F Magic SysRq 8 EI Linux HIZE&ER

IR EL PR TH ) Linux (REE R, AT RAE. XA e T — K E R 3T
XMERGRENBEE (fsck) o i, %45 Alt+SysRa, FHHAEL IR 55

unRaw (Mx11 SRECES M HIE ,

tErminate ([AFFAEFEKRHSIGTERMIE S, (FAATAT LLIER450) ,
Kill (FFTEMERHSICKILLIES, XTI H) ,
Sync  CHEUREFE RS ,

O
O
O
O
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o Unmount (EI#ETH R H &%),
o reBoot (EJERH)
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#12. Apachectl 1 Httpd Sz

(93 Apache? 5, WA AT A4 apachect ] A1 httpd (RS, S 2R A A2 T
B, LU T 2.

TR 9 2 FE U A MO apachect] Al httpd.

Apachect] UK SysV #WIEEALIHIAS, ¥ start. stop. restart. status fCNZH. A AT DL
HNEAET, ¥SEUEL htipd. BIL, /R0 LAEH apachect ] A FTE 4, AR AT L i
M httpd EEHAT .

WRARE A 223 Apache, 1HS AL H NIEID 223 apachel B¢ H A yum 2235 LAMPH,

815 76: AR K httpd.conf X445 apachectl

— S L R AR AT LB B SUR IS ht tpd. conf ERANE 1 Apache Bt B . 40 B HLAT %, RATLL
T A . FATASZAE httpd. conf FEATEM, WA E EHIN httpd. conf. debug, ¥

httpd. conf. debug N KB & SCAFAL LY 45 Apache LLEEIIAR &,  4nfel -1 Bz 4 F 26 330
—f,

# apachectl -f conf/httpd.conf.debug

# httpd -k start -f conf/httpd.conf.debug

[vE: W LR, H apachectl B httpd A2 PAH]

# ps -ef | grep http

root 25080 1 0 23:26 00:00:00 /usr/sbin/httpd -£
conf/httpd.conf.debug

apache 25099 25080 0 23:28 00:00:00 /usr/sbin/httpd -f
conf/httpd.conf.debug

[F: ps WRIBITHM httpd IEFEM A httpd. conf.debug]

U R RN 3 HL Apache IE3 TR, HR0T LUK AR B S0 R 3 JEOR 0 httpd. conf, 3%
#1EW 53l Apache, W FATRN:

# cp httpd.conf.debug httpd.conf

# apachectl stop

# apachectl start

# ps -ef | grep httpd
root 25114 1 0 23:28 00:00:00 /usr/sbin/httpd
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-k start
daemon 25115 25114 0 23:28 00:00:00 /usr/sbin/httpd
-k start

[VE: ps RYIEAEIZATIN httpd 18 HERA R E SO

15 77: fEH—/MiEl DocumentRoot i A& httpd.conf

YR AR S AN (5] B0 R 5 A 5 T AN AEAE B4R K DocumentRoot SRR, XI5 20 A .
2 DR E R DocumentRoot directory (/var/www/html) 2l|—/N#Er A HS DocumentRoot Hag
(F4n/var/www/html/ debug) » VREJFTE BN EX M DocumentRoot H 3%
(/var/www/html_debug) &, [FIB7EJ5E3) Apache BHEH ¢ TP IX NI H SA8CH
DocumentRoot, U1K F7~:

# httpd -k start -c “DocumentRoot /var/www/html debug/”

W AR RAR S 5k A BRIA L &L Y DocumentRoot (/var/www/html), R 75 E 8 ¥ 5 3l Apache Rl
I

# httpd -k stop

# apachectl start

15 78: EETHESE Log K7

AT IR, ARATPATEAR BEME L httpd. conf H LogLevel U1K L T £ i 7t
LogLevel, BAREAEMIT R, MAEI e. fERXMITH, Loglevel WE MK,

# httpd -k start -e debug

[Sun Aug 17 13:53:06 2008] [debug] mod so.c(246):
loaded module auth basic module

[Sun Aug 17 13:53:06 2008] [debug] mod so.c(246):
loaded module auth digest module

REMG AL 4RI T e HOME A2

debug
info
notice
warn

error

o O O O O O

crit
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o alert

o emerg

715 79: B~ Apache Py
BoRgmiFkt Apache P HI#EER

# httpd -1

Compiled in modules:
core.c

prefork.c

http core.c

mod_so.c

&7~ Apache fNERIFSMBIABLR

HORKEET 1 L4 httpd, R SRORERSBEL. 2560 M B TR BoR #2407k

NG

# httpd -M

Loaded Modules:

core module (static)

mpm prefork module (static)
http module (static)
so_module (static)

auth basic module (shared)
auth digest module (shared)
authn file module (shared)
authn alias module (shared)

Syntax OK

75 80: &R httpd.conf HFTE R 2 K4

XHE httpd FT RFBI—FE, EF Eon httpd. conf. WHTATE A AN A KA E . X T4
SEMRTRS, ERRIR A T BRI ERAE LUZAE httpd. conf A AALE W DMEH] . R AERS PRaniE
—MREE R Apache f5 I X AEH A M.

# httpd -L

HostnameLookups (core.c)

[3

on” to enable, “off” to disable reverse DNS lookups,
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or “double” to enable double-reverse DNS lookups

Allowed in *.conf anywhere

ServerLimit (prefork.c)
Maximum value of MaxClients for this run of Apache
Allowed in *.conf only outside <Directory>, <Files> or

<Location>

KeepAlive (http core.c)
Whether persistent connections should be On or Off
Allowed in *.conf only outside <Directory>, <Files> or

<Location>

LoadModule (mod so.c)

a module name and the name of a shared object file to
load it from

Allowed in *.conf only outside <Directory>, <Files> or

<Location>

75 81: KRB httpd.conf

R IETN t 7] DASSIESR 2 ) Apache FC B A& BAFE M. /£ NI, 7E httpd. conf. debug
) 148 474 [0, mod auth basicso ) so WitIw 7 —1" .7 &

# httpd -t -f conf/httpd.conf.debug

httpd: Syntax error on line 148 of
/etc/httpd/conf/httpd.conf.debug:

Cannot load /etc/httpd/modules/mod auth basicso into
server:

/etc/httpd/modules/mod auth basicso: cannot open shared

object file: No such file or directory

MIRBEE)E, E¥ER Syntax 0K,

# httpd -t -f conf/httpd.conf.debug

Syntax OK

15 82: &R httpd HIRFESH
RV (K5) 57 Apache (A2 RIITA Apache il F 54,
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# httpd -V

Server version: Apache/2.2.9 (Unix)

Server built: Jul 14 2008 15:36:56
Server’ s Module Magic Number: 20051115:15
Server loaded: APR 1.2.12, APR-Util 1.2.12
Compiled using: APR 1.2.12, APR-Util 1.2.12
Architecture: 32-bit

Server MPM: Prefork
threaded: no
forked: yes (variable process count)

Server compiled with...

-D APACHE MPM DIR="server/mpm/prefork”

-D APR_HAS SENDFILE

-D APR_HAS MMAP

-D APR HAVE IPV6 (IPv4-mapped addresses enabled)
-D APR USE SYSVSEM SERIALIZE

-D APR USE PTHREAD SERIALIZE

-D SINGLE LISTEN UNSERIALIZED ACCEPT

-D APR_HAS OTHER CHILD

-D AP _HAVE RELIABLE PIPED LOGS

-D DYNAMIC MODULE LIMIT=128

-D HTTPD_ROOT="/etc/httpd”

-D SUEXEC_BIN="/usr/sbin/suexec”

-D DEFAULT PIDLOG="logs/httpd.pid”

-D DEFAULT SCOREBOARD="logs/apache runtime status”
-D DEFAULT LOCKFILE="logs/accept.lock”

-D DEFAULT ERRORLOG="logs/error log”

-D AP TYPES CONFIG FILE="conf/mime.types”

-D SERVER CONFIG FILE="conf/httpd.conf”

IARAR A AR R IR Apache AT, AL v ONS) , TR

# httpd -v

Server version: Apache/2.2.9 (Unix)

Server built: Jul 14 2008 15:36:56

BT 83: RIETHEEMB—MEEHER

A AR BEAN TR E AL B ITA [ Apache BB, Biltn, 24 YR IEAEN BN LDAP I, R 7T g X 75 2065 LDAP
ﬁ%%ﬁﬂ%%ﬂMmmo&MTu R BRI sGE B A H .
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&M httpd. conf JFERINI—"N4 N load-1dap (RAJLLE B 44) i) [fDefine 154

<IfDefine load-ldap>
LoadModule ldap module modules/mod ldap.so

LoadModule authnz ldap module
modules/mod authnz ldap.so

</IfDefine>

ARIEAE NS LDAP A1 B0 #8 LDAP AHSCHLER, AT LUK Toad—1dap MRIB45 LI D, 417K iR,

# httpd -k start -e debug -Dload-ldap -f
/etc/httpd/conf/httpd.conf.debug

[Sun Aug 17 14:14:58 2008] [debug] mod so.c(246):

loaded module ldap module

[Sun Aug 17 14:14:58 2008] [debug] mod so.c(246):
loaded module authnz ldap module

[Note: Pass -Dload-ldap, to load the ldap modules into

Apache]

# apachectl start
[ WERARAER B 1dap, IEH TS Apache]
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$£1—%F: Bash &

15 84: .bash_*files FIHATIBF

THISCAF R AT B AT 4 ?

/etc/profile
~/.bash profile
~/ .bashrc
~/.bash login
~/.profile
~/.bash logout

o O O O O O

R HREFE shell FIBATIRF

T T A D AR e 5 B X ST O BRAT I

execute /etc/profile
IF ~/.bash profile exists THEN
execute ~/.bash profile
ELSE
IF ~/.bash login exist THEN
execute ~/.bash login
ELSE
IF ~/.profile exist THEN
execute ~/.profile
END IF
END IF
END IF

AIRMAZE I shell ks, LT ZHATINF:

IF ~/.bash logout exists THEN
execute ~/.bash logout

END IF

EVEE /etce/bashre &I/, bashre $#UT, W Fixs:

# cat ~/.bashrc

if [ -f /etc/bashrc ]; then
/etc/bashrc

Fi
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B FZER shell 1 BATIEF

BIRA BN — N AR R AL shell, N HEAZHAT BT

IF ~/.bashrc exists THEN
execute ~/.bashrc

END IF

ER: ¥—ANERXEN shell A3, E&TFHRAELE BNV, HFHTHELE ENV HE

PEEEZE S

75 85: WfAIZE bash shell H =4 FEHIEK

% F] bash P B AISRANDOM 7] LA 4 0-32767 Z [AJBEMLEL, W F Fis.

$ echo $RANDOM
22543

$ echo $SRANDOM
25387

$ echo $RANDOM
047

ﬁlﬁ 86: Tﬁﬁﬁ_‘/l\ﬂﬁ]zk
AL — AN A N 2 set —xv SAE A FITHHE
AERALSHIHA.

$ cat filesize.sh

#!/bin/bash

for filesize in $(1s -1 . | grep "*-" | awk

$5}7 )
do
let totalsize=S$totalsize+S$filesize

done

‘{print

echo "Total file size in current directory: S$totalsize"

A RS T RBEARH
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$ ./filesize.sh

Total file size in current directory: 652

BE AR AR

JA BRI T set —xv HHiHE, WFER.

$ cat filesize.sh

#!/bin/bash

set -xv

for filesize in $(ls -1 . | grep ""-" | awk ‘{print
$517 )

do

let totalsize=S$totalsize+Sfilesize
done

echo "Total file size in current directory: S$totalsize"

A E R KA

$ ./fs.sh

+r LIg =1

++ grep ‘~-’

++ awk ‘{print $5}’

+ for filesize in ‘$(1ls -1 . | grep "*-" | awk
‘N7 7 {print $5}" \" 7 )’

+ let totalsize=+178

+ for filesize in ‘$(1ls -1 . | grep "*-" | awk
“\" 7 {print $5}" \" ")’

+ let totalsize=178+285

+ for filesize in ‘$(1ls -1 . | grep "~-" | awk
‘N7 7 {print $5}" \" 7 )’

+ let totalsize=463+189

+ echo ‘Total file size in current directory: 652’

Total file size in current directory: 652

5 P U G TR AT B A
Br TAEBIAN L H set —xv, FIFERT LSS G0 F HAT IIA

$ bash -xv filesize.sh

715 87: {HH5]5 (Quoting)

BOHRFIR AT echo 1A
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S echo The Geek Stuff
The Geek Stuff

BRRFZAF “5 7 MiBA). 705 7E bash @& — Mg ST, E8FRMEIFH, “The
Geek” YEN echo BIZHM “Stuff” B NE FHIN— M Linux f52, REE S~ “command
not found “.

S echo The Geek; Stuff

The Geek

-bash: Stuff: command not found

R T S EIRIESUURET CAE S S RTTIIN—A “\7 , XA AR 745 BRI S SOMAR S I EE
FTENH K

$ echo The Geek\; Stuff

The Geek; Stuff

B5[5

SRR TS T N A IR H 5] 5 ] $HOSTNAME I FA 4Rk AR 8 2 3T %
$HOSTNAME Tfj AN72& Linux EAHLAI4 F o
$ echo ‘Hostname=$HOSTNAME ; Current User= whoami’ ;

Message=\$ is USD’

Hostname=$HOSTNAME ; Current User= whoami  ;
Message=\$ is USD

M55

YRR TR R R AR B FOE & SO XS] 5 .

$ echo "Hostname=$HOSTNAME ; Current User= whoami  ;
Message=\$ is USD"
Hostname=dev-db ; Current User=ramesh ; Message=$ is

UsSD

B T LR 545, W55 2 RBRITA 7T IR R & 3

s B
JG5l5 (Backquotes)
\$ T T
\'" FiErRE S
\" FHAXG] S
\\ FEA SR

o O O O O O
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TIT 88: FFHHE AR IR 2] shell A
AT T EREFE shell B B SCHFHEEUREE ISR (Pield) JRREFTHRAE. (I, fB

W employees. txt I & {employee—name} : {employee—id} : {department-name}, PLE 5
BEAT RIS, AR TR

S cat employees.txt

Emma Thomas:100:Marketing

Alex Jason:200:Sales

Madison Randy:300:Product Development

Sanjay Gupta:400:Support

Nisha Singh:500:Sales

N shell JIASUERT T anfa] NixX 4> employee. txt SCAEF B E 0L (field) .

$ vi read-employees.sh
#!/bin/bash
IES=:
echo "Employee Names:"
echo "--—-—------------
while read name empid dept
do

echo "$name is part of $dept department"

done < ~/employees.txt

T BV AS AT AT BURR 5 AT 1Z A

$ chmod u+x read-employees.sh

$ ./read-employees.sh

Employee Names:

Emma Thomas is part of Marketing department

Alex Jason is part of Sales department

Madison Randy is part of Product Development department
Sanjay Gupta is part of Support department

Nisha Singh is part of Sales department
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B F. BERGEMELE

15 89: free fifd

free A LLRIRITA R T RGN (RAMD MISZ#2% [8] f 0 245 2.

1B (3T

free

RMRG—HE £/ RAM?

FENHAETH, XA RGEEHIPBLNAEE 1GB. 2R AN KB,

# free

total used free shared buffers cached
Mem: 1034624 1006696 27928 O 174136 615892
-/+ buffers/cache: 216668 817956
Swap: 2031608 0 2031608

BHE RAM I Z ], RERGE—HHFELNREF?

N4
o IETim DAMBAHAIRERZE
o Tt EoRYEAR SRR, Bl “Total” AT
o i#ETio AR EHHBFHI buffers/cachelT

total used free shared buffers cached
Mem: 1010 983 27 0 170 601
Swap: 1983 0 1983
Total: 2994 983 2011

£1590: top 4

top T IR & RGNEREVEI AR AE RSN Bdle 5 B, B EAHE CPU 7R, WAEHER, iR

E R

B top [HETN)

EHEERIRNARKREGEIE CPU EREIL?
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TEM AT PATATAT S EINAT top HIBHE, HoF W Rt . fE/RH% “Contorl+c” B q M4
BHHT, top A4 A H OR R S S BE

# top

top — 13:10:13 up 171 days, 20:21, 3 users, load average: 0.01, 0.05, 0.00

Tasks: 194 total, 1 running, 193 sleeping, 0 stopped, 0 zombie

Cpu(s): 0.6% us, 0.7% sy, 0.0% ni, 98.7% id, 0.0% wa, 0.0% hi, 0.0% si
Mem: 1034624k total, 1007420k used, 27204k free, 174540k buffers
Swap: 2031608k total, Ok used, 2031608k free, 615904k cached

PID  USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND

11912 apache 15 0 31828 13m 3916 S 1 0.2 0:46.35
httpd

19299 oracle 19 0 279m 18m 17m S 1 0.2 0:00.03
oracle

11398 jsmith 16 0 107m 28m 6404 S 0 0.4 0:03.07
perl

EHEAE LT top A& K H A AN ?

o BT “top” , RARRGEELENFFBITT 171 Ko

o HBITAT “Tasks” , WS HUHFEEL FIE, 40 ERATEITIRES, RIRIRE, 15
LEPRASFIME IR A 4L

o HZAT “cpu () 7 BRMATRZCPURIH %X, EXAMI T, CPURZ 98.7%%F

o AT “Mem” FEETAT “swap” RMPEHNFELE, Mfreeti ARG E

o FITFHATE ARG A TESNNERE, kcpuliHEREEATHT, R HCcPUulRZ 1t
FE A ER VN TCLE T35

top A& — LG By SATIRDUAIAZ Bk T, FRATREE top dr B LN HEL .

AT E N AR A RUBERE (memory intensive processes) ?

Y top A o IR, % F, AT LLRIRCLUNE BAIFTE T HEHE T B, %0 GRS
FXHEREHET ) SR)51% Enter, XML ETIE % A AA I HE T Bt e .

Current Sort Field: K for windowl:Def

I R T BEE R B AR R R [

BRI AR AR top FEIHH (Bl CPU EFHE]D ?

82 www.thegeekstuff.com



Linux 101 Hacks linux.101hacks.com

2 top A IBATIINE, F% £ W] LE/R U RS Bl (EHEF 2B, #% 1, #4 CPU I R in 2
B 1 TOTRT PR S s A

Current Fields: AEHIOQTWKNMbcdfgjplrsuvyzX for window 1:Def

X R RO B AR IR ]

IR —MBAT R X B RS 4 ?

M top i A IELEIBAT IR, % ¢, SAAT DAfE A A2 R IEFE B AT NI FE I X 5 12, a2 i
7~/usr/local/apache2/bin/httpd 1M A& httpd

PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
11912 apache 15 0 31828 13m 3916 S 1 0.2 0:46.35
/usr/local/apache2/bin/httpd

BHEAE top ML BEEF X CPU?

2 top AT IEATIY, £ 1 (BUF 1), ATBLEIRX LSS LRSS CPU IPERESE, W R PR

top — 13:10:13 up 171 days, 20:21, 3 users, load average: 0.01, 0.05, 0.00
Tasks: 194 total, 1 running, 193 sleeping, 0 stopped, 0 zombie

Cpu0 : 10.2% us, 2.6% sy, 0.0% ni, 86.8% id, 0.3% wa, 0.0% hi, 0.0% si
Cpul : 9.6% us, 8.0% sy, 0.0% ni, 82.4% id, 0.0% wa, 0.0% hi, 0.0% si
Cpu2 : 1.3% us, 1.3% sy, 0.0% ni, 95.0% id, 2.3% wa, 0.0% hi, 0.0% si
Cpud : 0.0% us, 0.0% sy, 0.0% ni, 100.0% id, 0.0% wa, 0.0% hi, 0.0% si
Mem: 1034624k total, 1007420k used, 27204k free, 174540k buffers
Swap: 2031608k total, Ok used, 2031608k free, 615904k cached

£7591: ps w4

ps fn4 CHEFRRA) AT CLERITE TGS RS B
VL ps [HEIW]

AT BoR R G _ LT IEAEBAT AR ?

WA, H7ps aux”:

# ps aux | more
USER PID %$CPU $SMEM VSZ RSS TTY STAT START TIME COMMAND
root 1 0.0 0.0 2044 588 2 Ss Jun27
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0:00 init [5]

apache 31186 0.0 1.6 23736 17556 ? S Jul26
0:40 /usr/local/apache2/bin/httpd
apache 31187 0.0 1.3 20640 14444 2 S Jul2é6

0:37 /usr/local/apache2/bin/httpd

PR AT LMER "ps —ef | more” 32— MHALLI 4

BN

RATLME ] ps axuf 8¢ ps - ejH DM AITE R RIZEHRE, RORGHH A BT B SR &
HACHRE . N7 REREREY 7, A LS T

# ps axuf

root Octl4 0:00 /opt/VRTSralus/bin/beremote

root Octl4 0:00 \_/opt/VRTSralus/bin/beremote
root Octl4 0:00 \_ /opt/VRTSralus/bin/beremote
root Octl4 0:00 \_ /opt/VRTSralus/bin/beremote
root Octl4d 0:01 \_ /opt/VRTSralus/bin/beremote
root Oct 14 0:00 \_ /opt/VRTSralus/bin/beremote
root Dec03 0:01 /usr/local/sbin/sshd

root Dec22 1:08 /usr/local/sbin/sshd

root 23:35 0:00 \_ /usr/local/sbin/sshd

511 23:35 0:00 \_ -bash

511 \_ ps axuf

[ AREATLAME] pstree fir &R LA 45 H B #ERE )

EETRER IR

LR a4 2R 1inux H P oracle 4 1 AT f 3k fE

$ ps U oracle

PID TTY STAT TIME COMMAND

5014 » Ss  0:01 /oracle/bin/tnslsnr
7124 2 Ss  0:00 ora gq002 med

8206 2 Ss 0:00 ora cjg0 med

8852 7 Ss 0:01 ora pmon med

8854 ? Ss 0:00 ora psp0 med

8911 ~» Ss 0:02 oraclemed (LOCAL=NO)

BE AP RER
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LT i S 2 AT B B A AR

$ ps U SUSER

PID TTY STAT TIME COMMAND

10329 » S 0:00 sshd: ramesh@pts/1l,pts/2
10330 pts/1 Ss 0:00 -bash

10354 pts/2 Ss+ 0:00 -bash

10530 pts/1 R+ 0:00 ps U ramesh

15 92: df (s
df f74 (A E 4 SR OB SO R G0 b R R4 25 18] AN 4 b 4 2 1)
k. df [T [ RS EK)

RAEG LF £/ GB B/ ZTA]?

R df —h. BEIT h DA KRB R BB K AR2E Kb, MARZEMb I G AL Gb).
Bl GRS, /S RGEH 176B WAL ZS (MW, 10 /home/user S R84 T06B AT H] .
# df -h
Filesystem Size Used Avail Use% Mounted on
/dev/sdal 64G 44G 177G 73% /
/dev/sdbl 137G 67G 70G 49% /home/user

RAZH XM RART AREIN?

I T R o A RGERR S Do XM T/ /hone/user SCAF R GEE ext2 KA, ik
Ui a K oA SRS, BRGS0 KANIRFIR ST RS

# df -Tha

Filesystem Type Size Used Avail Use% Mounted on
/dev/sdal ext2 064G 44G 17G 73% /

/dev/sdbl ext2 137G 67G 70G 49% /home/user
none proc 0 0 0 - /proc

none sysfs 0 0 0 - /sys

none devpts 0 0 0 - /dev/pts
none tmpfs 2.0G 0 2.0G 0% /dev/shm

715 93: kill fird

kill iy 435 HERE& I — AN IEAEBAT I AR . IR, 3Ky & 08 W FH R R SEHE R B AR i B )
i
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YR kill [T [HERE 1D BiE A SRR

BRI — AR RERE?

B, M ps e SRIUAR L L HERE id. HERIEHFRE id, /ENSHUEES kill 4R,
N F] VR T e &k —ANEEE ) apache httpd #6FE. i5iE A, — SRR 1ZH
“apachect] stop” Kf% Ik apache.

# ps aux | grep httpd

USER PID %$CPU %MEM VSZ RSS TTY STAT START TIME COMMAND
apache 31186 0.0 1.6 23736 17556 2 S Jul26

0:40 /usr/local/apache2/bin/httpd
apache 31187 0.0 1.3 20640 14444 2 S Jul26

0:37 /usr/local/apache2/bin/httpd
# kill 31186 31187

THER, R0 ar A EE I R E — A SIGTERM S 5 R &R . il R 2k, IR
AT DA s AT T 9 £ 38— A AY STGKTLL [R5 5 il 2 b BERE, MR Fron . RATUREERE T ¥ 5k
FEBUH P A RERSERERE -

# kill -9 31186 31187

B WA BB INE] bashre 3. bash profile, TJ LM# kill &5 f4& 1k 2 AN

function psgrep ()

{

ps aux | grep "$1" | grep -v ‘grep’
}

function psterm ()

{
[ ${#} -eq 0 ] && echo "usage: SFUNCNAME STRING" && return O

local pid
pid=S$(ps ax | grep "S$1" | grep -v grep | awk ‘{ print $1 }’ )
echo -e "terminating ‘$1° / process(es) :\n$pid"

kill -SIGTERM $pid

NPRRFIZE LT httpd BERE, $200 N J7vE#RAE:

# psgrep http

USER PID $CPU $SMEM VSZ RSS TTY STAT START TIME
COMMAND

apache 31186 0.0 1.6 23736 17556 ? S
Jul26 0:40 /usr/local/apache2/bin/httpd

apache 31187 0.0 1.3 20640 14444 2 S
Jul2e 0:37 /usr/local/apache2/bin/httpd
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# psterm httpd

terminating ‘httpd’ / process(es):
31186

31187

15 94: du#id

du fiv % (HEELFIED AT — MR E H s &7 B R im0

BOEEREHETEREHT Z20ZM?

TFHEEE 7, EI s ARERAME, e R 278 /home/ jsmith B IR /NTA R
/home/ jsmith FTA T H M M AN, &I h LA S 37 RE R E R, #lin K AL KB, MALE
MB F1 G AX3R GB. ~¥8HHH P EHZE. X4 “du -sh /home/jsmith” —#f,

# du -sh ~
320M /home/jsmith

NI /home/ jsmith B H M EMEME L, A s EWIHIAT L1 &

715 95: lsof igd

Lsof I AGH A ITIFHISCAF. FTIFRISCIF A%, &M A 3. 1sof A4 1 i
ALLT LA

COMMAND HFEHFK .
PID #HFEID

USER H P4

FD IR TT

TYPE SCAFIRT MR
DEVICE W#% %5

SIZE LR/

NODE iS5

NAME S48 I 4t B 42

o 0O 0 0O O O O O o

BERET RIS

AHAEMZHHAT Lsof arLWIT .

# lsof | more

COMMAND PID USER
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FD TYPE
NAME
init
init
init
init
/1lib/1d-
2.3.4.s0
init

DEVICE SIZE

=R P e

1

root cwd
root rtd
root txt

root mem

root mem

/1lib/tls/libc-2.3.4.s0

init

/1lib/libsepol.so.1

init

/1lib/libselinux.so.1l

init
/dev/initctl

1

1

1

migration 2

skipped...

root mem

root mem

root 10u FIFO

NODE
DIR 8,1 4096 2/

DIR 8,1 4096 2/

REG 8,132684 983101 /sbin/init
REG 8,1 106397 166798
REG 8,1 1454802 166799
REG 8,1 53736 163964
REG 8,1 56328 166811

root cwd DIR

0,13 972

8,1 4096 2/

Lsof & [kt AT REIR [AIVF 290, REE(E EER T ikIR) RGHTIFRISCIA IR ED R AL,

# lsof | wec -1
3093

EE T E R P ATIT IO

T 1sof —u IR REE B A 17T f 301

# lsof —-u ramesh

vi 7190 ramesh txt REG

475196 /bin/vi

sshd 7163 ramesh

3u IPv6

8,1

15088263

474608

TCP dev-db:ssh->abc-12-12-12-12.socal.res.rr.com:2631

(ESTABLISHED)

RGUE B O] LA 3R 22k T P AE R G B IEAE AT IR S R .

FI AT R ST A

WARAR A B 2 e SR P 4R R HEE A 1sof . ERABIT . BoRi
FEPEIEAEAE A vi (A R P

# lsof /bin/vi
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COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME
vi 7258 root txt REG 8,1 474608 475196 /bin/vi
vi 7300 ramesh txt REG 8,1 474608 475196 /bin/vi

15 96: sar (&

Sar g & 1F sysstat AT o {EHE sysstat O wHE ., WMERREEEZRSG FwdE Sar, A LA
M Sysstat project 733,

Sar & —MHEKERTE, ETUERILTIARNRERIT (B CPU, WAF, 10, T
B, M%%, hrdEsE) Tk REsE .

Sar W, i () JHRMFIEREEME, LRI MERRX=1J51H.

Sadc — RSB WES

/usr/lib/sadc (RGPS Lh— M5 e IR R E FRUCEE R g dids . e AT
/va/log/sa/saldd] (dd #8285 H#) ST RAFAEEIE

Sal shell ji4=
Jusr/lib/sal i /usr/lib/sadcs. IR sal #% crontab . RIFEIRIITFEERE L5 9
By, B SE 15 g T — k. BRI TAE crontab HHVEE N 5 ST IR, W,

*/5 * * * * yoot /usr/lib/sa/sal 1 1

Sa2 shell fgi4s

/usr/lib/sa2 &—AMf)/var/log/sa/saldd] (dd f84arHIW) HEHEREIA. HRIK
crontab I sa2 —&k.

# 59 23 * * * yroot /usr/lib/sa/sa2 -A

[#: /etc/cron.d/sysstat XM —LE sal Ml sa2 BRAEK sysstat BHK,
PRAT DUAH R A 2. )

H Sar fs4 87~ CPU 4itfE B

# sar -u

Linux 2.6.9-42.ELsmp (dev-db) 01/01/2009

12:00:01 AM CPU %user %nice $system %$iowait %idle
12:05:01 AM all 3.70 0.00 0.85 0.00 95.45
12:10:01 AM all 4.59 0.00 1.19 0.06 94.16
12:15:01 AM all 3.90 0.00 0.95 0.04 95.11
12:20:01 AM all 4.06 0.00 1.00 0.01 94.93
12:25:01 AM all 3.89 0.00 0.87 0.00 95.23
12:30:01 AM all 3.89 0.00 0.87 0.00 95.23
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Skipped..
Average: all 4.56 0.00 1.00 0.15 94.29

[VE: WEARIREHEIERERE 20 A cPU M, AT N E A ]

# sar -u -P ALL

H Sar iy & B 10 GiiHER

# sar -d

Linux 2.6.9-42.ELsmp (dev-db) 01/01/2009
12:00:01 AM DEV tps rd sec/s wr_sec/s
12:05:01 AM dev2-0 1.65 1.28 45.43
12:10:01 AM dev8-1 4.08 8.11 21.81
Skipped..

Average: dev2-0 4.66 120.77 69.45
Average: dev8-1 1.89 3.17 8.02

A sar iy 2 EnMESTHER

# sar -n DEV | more

Linux 2.6.9-42.ELsmp (dev-db) 01/01/2009
12:00:01 AM IFACE rxpck/s txpck/s rxbyt/s txbyt/s
rxcmp/s txcmp/

s rxmcst/s

12:05:01 AM lo 0.17 0.16 25.31 23.33
0.00 0.0

0 0.00

12:10:01 AM ethO 52.92 53.64 10169.74 12178.57
0.00 0.0

0 0.00

# sar -n SOCK |more

Linux 2.6.9-42.ELsmp (dev-db) 01/01/2009

12:00:01 AM totsck tcpsck udpsck rawsck ip-frag
12:05:01 AM 50 13 3 0 0
12:10:01 AM 50 13 4 0 0
12:15:01 AM 53 13 5 0 0
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715 97: vmstat imd

TR PR RE M IE R 2, A2 vmstat ar @ EIAI 2 HoR . EW LLERALE, A,
BER.

10, ZR YA CPU 14fE

5!
Rl

NI AT 2 HHAT vmstat FEEP 100 X

# vmstat 1 100

————— MEMPEY=———eeomes —e=gigp—— =o-—=l@=sss —=gysten——

PEOES —======

i ——

r b swpd free buff cache si so

id wa

00 0282120134108 5797012 0 0
0

00 0 282120 134108 5797012 0 0
0

0

bo in CcS us sy

2 0 000100

01007 359 0 0 100

0 0 0 282120 134108 5797012 0 0 0 O 1117 577 0 O 100 O
0 0 0 282120 134108 5797012 0 0 0 0 1007 366 0 0O 100 O

Vmstat f¥] procs Bt

(@] r ?E&
o b ?E&

MemoryE

AT BERE 5
PEL 28 FrO L AR 5 B

o SwpdFBt: AT (A

o Free7B: "HETHNRAM

o BuffFE: HTZMXHIRAM

o Cache7f: H T RSicachelJRAM

SwapB&
o Si
o So

IO
o BiTFE:
o BoFE:

Systemf
o InTFE:
o CsTE:

cpu B
o UsFH:
o} Sny:E%:
o IdFH:
o Wa ¥

TR
TR

BERD W RGAR S A ) A A7 2
BERD A e B AL I) A AF 0R

MR U e
EPNEI [/ ReR

BERD 10 H T AL
AP R SO

AT H P ARG 7 st 1) CIE N AZAR D)
AT N ARRYAE 2 (i) TR

25 PRI 1]

LR TOE BRI [A]
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75 98: netstat W74

netstat AT BRI RNER, BIIMEIER, Bk, WREOFEE. TR MEH

netstat fy2 HIH

F netstat SZoni% sl H MR 48 AR E T

# netstat -an

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address

Foreign

0.0.0.0:%*

0.0.0.0:%

0.0.0.0:%

I-Node Path

Address State

tcp 0 0 0.0.0.0:5666

LISTEN

tcp 0 0 0.0.0.0:111

LISTEN

tcp 0 0 0.0.0.0:4086

LISTEN

skipped. .

Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State
unix 2 [ ACC ] STREAM LISTENING

/tmp/ . font-unix/fs7100

unix 2 [ ACC ] STREAM LISTENING

/tmp/.gdm_socket

unix 2 [ ACC ] STREAM LISTENING

@/tmp/fam-root-

BN 1D ML KESNER

BRI PP AT AR A — A8 52 I A8 AR AT

# netstat -tap

7894

9662

10897

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign
Address State PID/Program name
tcp 0 0 *:nrpe 3w
LISTEN 16277/xinetd
tcp 0 0 localhost.localdomain:smtp *:*
LISTEN 7263/sendmail: acce
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tcp 34 0 localhost.localdomain:54221
localhost.localdomain:4089 CLOSE WAIT 29881/httpd
tcp 0 3216 dev-db:ssh cpe-76-
94-215-154.s0ca:4682 ESTABLISHED 11717/sshd: ramesh

TR

# netstat —-tap

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign
Address State PID/Program name

tcp 0 0 *:nrpe B3 g u
LISTEN 16277/xinetd

tcp 0 0 localhost.localdomain:smtp *:*
LISTEN 7263/sendmail: acce

tcp 34 0 localhost.localdomain:54221

localhost.localdomain:4089 CLOSE WAIT 29881/httpd
tcp 0 3216 dev-db:ssh cpe-76-
94-215-154.s0ca:4682 ESTABLISHED 11717/sshd: ramesh

B RAW RZEZHHE R

# netstat --statistics --raw
Ip:
11080343 total packets received
0 forwarded
1 with unknown protocol
0 incoming packets discarded
11037744 incoming packets delivered
11199763 requests sent out
Icmp:
577135 ICMP messages received
64 input ICMP message failed.
ICMP input histogram:
destination unreachable: 537
timeout in transit: 65
source quenches: 2
echo requests: 576476
echo replies: 12
timestamp request: 3
address mask request: 3

581558 ICMP messages sent
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0 ICMP messages failed

ICMP

output histogram:

destination unreachable:

echo replies:

timestamp replies:

576476
3

HA ) Netstat #74
o
o
AN IELE W W 8 5 i FIFR T
o #netstat -rnC BHHSEAF

75 99: sysctl fp&
Liunx PIZZSE0T LB sysct] i 1EEfr it i as.

sysctl HHITBATHECE Linux WiZZ%

# sysctl -a

dev.cdrom.autoclose = 1
fs.quota.writes = 0
kernel.ctrl-alt-del = 0
kernel.domainname = (none)

kernel.exec-shield = 1

net.
net.
net.

net.

core
ipvé
ipvé
ipv6

.somaxconn = 128
.tcp window scaling
.tcp wmem = 4096

.route.mtu_expires

sunrpc.udp_slot table entries

vm.block dump = 0

fEletc/sysctl.conf K ABKAZSE

1

5079

# netstat —-tcp --numeric FH BB ZNIBRITCPERE |
# netstat --tcp --listening —-programs @sARSsEs IELE T B TC PR

16384

600

16

ft/etc/sysctl. conf BIZSENIESELLG, PAT  sysctl - p$RAZHEN. HJE 2GSRI AR

o

# vi /etc/sysctl.conf

# sysctl -p

b B AR
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AR EENESE, PTG L. HER, BRSNS,

# sysctl -w {variable-name=value}

#T15 100: nice fid

WAZIRIEHERE Y nice (A E AR T E 2 DAL PLERIT A . nice (HAVHBUETE R E: 20 320, —
NEA-20 B nice (HRHREA RN LS. — nice 9 20 FIFERERILSE IR

H ps axl B/~ T A BRI AT HIEFER) nice {H, W HATR.

# ps axl
I8 UID PID PPID PRI NI VSZ RSS WCHAN STAT TTY
TIME COMMAND

4 0 1 0 16 0 2172 552 - S ?
0:17 init [5]

1 0 3 1 34 19 0 0 ksofti SN ?
3:18 [ksoftirgd/0]

1 0 10 1 5 -10 0 0 worker S< B
0:01 [events/0]

4 0 5145 1 25 10 32124 18592 - SNs ?

0:08 /usr/bin/python /usr/bin/rhn-applet-gui --sm-client-id
default4

4 0 5147 5142 16 0 3528 604 - S ?

0:00 /sbin/pam timestamp check -d root

1 503 17552 4180 16 0 14208 3920 - S ?

0:01 /home/www/apache2/bin/httpd -f
/home/www/apache2/conf/httpd.conf -k start

WL —A shell AL BE—MEHIESES (ERE) nice f£) ?

N8, UEAEFSGHE nice-test. sh A, nice {HN 0.

$ ./nice-test.sh &

[3] 13009

$ ps axl | grep nice-test

0 509 13009 12863 17 0 4652 972 wait S
pts/1 0:00 /bin/bash ./nice-test.sh

[VE: ENFIEEN 0 K nice H]

BAE, AEFRATEUARE nice MERPATAHFRIIA, R PR

$ nice -10 ./nice-test.sh &

[1] 13016
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$ ps axl | grep nice-test
0 509 13016 12863 30 10 4236 968 wait SN
pts/1 0:00 /bin/bash ./nice-test.sh

[VE: HENFIEMEN 10 B21% shell AR nice 8]
wfgE—> shell IALSTE— MRS (K nice E) ?

TP TFHE, BRAISEE shell BIA nice—test. sh —1—10 ¥ nice {H.

$ nice --10 ./nice-test.sh &
[1] 13021

$ nice: cannot set priority: Permission denied

VER: B root AATTLLEEE — A0 nice {H. FH root FI BT EKER. ST PN
nice fir4 B 10 BITHA — AN = .

# nice --10 ./nice-test.sh &

[1] 13060

# ps axl | grep nice-test

4 0 13060 13024 10 -10 5388 964 wait S<
pts/1 0:00 /bin/bash ./nice-test.sh

[3F: HANPEBEN-10 2% shell AN nice 1]

#7T5101: renice 74

renice AJPA%R IETEIZAT HIIEFE W B R AL J6 2 .

ERRE—MBTHERERRES (N nice ) ?

NI, —MEER shell JIAIZATIY nice 8 10, (ps fHiHIE 6 511D

S ps axl | grep nice-test
0 509 13245 13216 30 10 5244 968 wait SN
pts/1 0:00 /bin/bash ./nice-test.sh

NN nice B (RILPRRMLIELD , #%U0 P AT renice ird s

$ renice 16 -p 13245
13245: old priority 10, new priority 16

$ ps axl | grep nice-test
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0 509 13245 13216 36 16 5244 968 wait SN
pts/1 0:00 /bin/bash ./nice-test.sh
[#: : BE, nice-test.sh (PID 13245) % 6 FIZAHN nice /2 16]

EREINBITHER SRR R nice D ?

TG TR, —ANEF 1 shell FIAIZATH nice H N 10.  (ps FHiH 5 6 51D

S ps axl | grep nice-test
0 509 13254 13216 30 10 4412 968 wait SN
pts/1 0:00 /bin/bash ./nice-test.sh

NRTPHMSEH, WM H BRI nice . R, HA root W] LLRTHIEITHAZRIM AR, &
MR 45 2 LR R RAE

S renice 5 -p 13254

renice: 13254: setpriority: Permission denied

Login as root to increase the priority of a running

process

S su -

# renice 5 -p 13254

13254: old priority 10, new priority 5

# ps axl | grep nice-test

0 509 13254 13216 25 5 4412 968 wait SN

pts/1 0:00 /bin/bash ./nice-test.sh

[iE: 58 6 SUBFER R T — MBUKH nice H 5 GRIFHILES) ]
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BH=F —&FIHETS

BOMBTS 1: ik od PRI SHR/DE IR

RERPNG

FHEIZAE T cd v A VNS m T SRR H 3
# cd m<tab><tab>
may myticket

[VE: IREEAE m ZJETEW | tab 8

REFRKE
NHEIGI T cd Ar A HFTA LIRS Mk H %

# cd M<tab><tab>

March Music

KE/PNE R SR

IARAR T BRI B KER/NG K H Y (ARG N SERRNER) , 4T NHEE bind
PN

<

# bind "set completion-ignore-case on"

BUAE, WERARTE cd fr LIS ECP NS m IF4% T PIIR tab, St BRSNS R m IF3k
(1) H 3% 4 A o H ok

# cd m<tab><tab>
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March may Music myticket

BOMKTT 2. —IREMENZ IR SSH EEHE & H Y

FH SSH ff) ControlMaster 55, RA] LLTE 2 YRGS ssh I RAESE — VOER Ty N5 00 . Xt
a PLiFRIE T — R 2% i pE L ZE 24 SSH 21,

B R AT NN /. ssh/config At

$ vi ~/.ssh/config

Host *
ControlMaster auto

ControlPath ~/.ssh/master-%r@%h:%p

Host * ——FTH B FH

ControlPath /. ssh/master—%r@%h:%p ——@E 3G SCOERIERAE, 1 XA SCLEASRE B i A
M-

o %r — remote login name
o %h — host name ( remote )

o %p - port

B UCHRIAT SSHIER — QAR BN, IR BRSO 3 13 4%,

Z}:T% HFE— G A& ssh, scp, BFH sftp XKLL 1E, RATH FHRMEE . 2 F RIS
FERY, IXRITEIGE AT . (EREJE ) sshi&EEd, RS —JOEEN QIR e e E
7.

B THREX A E M — L EHA AL, KT JUTIAZEI™/. ssh/config SCIF.

Host 192.168.1.7

Host *.com

B S R AR

ControlPath ~/.mysecretfiles/master-%r@%h:%p

YRt ] BLAH ControlMaster Rz 6 DL R 4T4:

0 ControlMaster auto - XKW BN S HINX TG SERAEH R ERMER
o
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0 ControlMaster autoask - IXFEESTE N IRIEZRIN TN WREZ
“yes” , NIREEKSMEHETEBRENERS.

BANETS 3: rar frd FHERH
AT rar FRgg— AN SR 2

H¥k: rar a {.rar file-name} {file-name}
# rar a syslog.rar /var/log/syslog

RAR 3.90 beta 2 Copyright (c) 1993-2009
Alexander Roshal 3 Jun 2009
Shareware version Type RAR -? for help

Evaluation copy. Please register.

Creating archive syslog.rar
Adding /var/log/syslog OK

Done

nfeT FR4E 2 AN SO ?
H¥k: rar a {.rar file-name} {file-names}
# rar a var-log-cups.rar /var/log/cups/*

RAR 3.90 beta 2 Copyright (c) 1993-2009
Alexander Roshal 3 Jun 2009
Shareware version Type RAR -? for help

Evaluation copy. Please register.

Creating archive var-log-cups.rar
Adding /var/log/cups/access log OK
Adding /var/log/cups/access_log.l.gz OK
Adding /var/log/cups/access_log.2.gz OK
Adding /var/log/cups/error log OK
Adding /var/log/cups/error log.l.gz OK
Adding /var/log/cups/error log.2.gz OK
Done

PR LAE L T A0 78 R 4R 2 AN SO

# rar a -r var-log-cups.rar /var/log/cups/
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WA unrar BES B4R rar R840 ?
V. unrar e {.rar file-name}
# unrar e var-log-cups.rar

UNRAR 3.90 beta 2 freeware Copyright (c) 1993-20

Alexander Roshal

Extracting from var-log-cups.rar
Extracting error log OK
Extracting access log.l.gz OK
Extracting error log.2.gz OK
Extracting error log.l.gz OK
Extracting access log OK
Extracting access log.2.gz OK

All OK
AR ETI S —A rar 4830 A0 ?
Fi¥%: unrar 1 {.rar file-name}
# unrar 1 var-log-cups.rar

UNRAR 3.90 beta 2 freeware Copyright (c) 1993-2009

Alexander Roshal

Archive var-log-cups.rar

Name Size Packed Ratio Date Time
Attr CRC Meth Ver

access_log.l.gz 106 133 125% 14
20:37 -rw-r——---—- A329619E m3b 2.9

access _log.2.gz 190 243 127% 30
09:44 -rw-r—-—---- CAES8E2DB m3b 2.9
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BSNETT 4: F Comm 54 LB AN S0

Comm fir & Fil 11247 LB P> EHF 7 A

F¥%: comm [OPTION]... FILEl FILE?2

X S A A4 4 ) R FILEL Brfivg #9475, FILE2 thfs (947, P S&os FILEL A1 FILE2 354 #9147,
HARBRANT i 2 s .

FE N IR
0 BRI — AN ST AT ORBISCHE name_list. txt)
0 5 “H IR IR EE AN SR 94T ORBISCHE name_list _new. txt)
0 i =B WoR IR AN S R AT AT

$ cat name list.txt

Bram Moolenaar
Ken Thompson

Linus Torvalds
$ cat name list new.txt

Bram Moolenaar
Dennis Ritchie

Richard Stallman

$ comm name list.txt name list new.txt
Bram Moolenaar
Dennis Ritchie
Ken Thompson
Linus Torvalds

Richard Stallman

HiSM TS 5: Compact-Disk (CD)¥4E
I —7K CD W8 ?

H¥%: cdrecord -v -eject dev={device-file-path} {iso-file}
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$ cdrecord -V -eject dev=/dev/cdrom data-backup.iso

] A CD B NTREE?

Fik: --speed=1

# cdrecord -V -eject dev=$CDPath S$ISOFileName --speed=1

B E AT E R CD?
f¥%: cdrecord blank=fast dev={device-file-path}
# cdrecord blank=fast dev=/dev/cdrw
Device type : Removable CD-ROM

Version s 5

Response Format: 2

Capabilities

Vendor info : 'Optiarc '
Identification : 'DVD RW AD-7240S '
Revision : '1.02"

Device seems to be: Generic mmc2 DVD-R/DVD-RW.
Using generic SCSI-3/mmc CD-R/CD-RW driver
Driver flags : MMC-3 SWABAUDIO BURNFREE
Supported modes: TAO PACKET SAO SAO/R96R RAW/R1
Speed set to 1764 KB/s

Starting to write CD/DVD at speed 10.0 in real
Last chance to quit, starting real write 0 sec.

Operation starts.

MANETS 6: DVD #R4E

Infypasx—ik DVD?
fi:: growisofs -dvd-compat -Z {device-path}={iso-file}

# growisofs -dvd-compat -Z /dev/dvdrw=data.iso
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Executing 'builtin dd if=data.iso of=/dev/dvdrw
obs=32k seek=0"

/dev/dvdrw: "Current Write Speed" is 2.0x1352KBps.

builtin dd: 192*2KB out @ average infx1352KBps

/dev/dvdrw: flushing cache

/dev/dvdrw: writing lead-out

WAEE KA SR DVD?
i : dvd+rw-format -force {device-file-path}

# dvd+rw-format -force /dev/dvdrw

* BD/DVD+RW/-RAM format utility by
<appro@fy.chalmers.se>, version 7.0.

* 4.7GB DVD-RW media in Restricted Overwrite mode
detected.

* formatting 86.2%

W 5—A% X B # DVD?

B, B IS0 BifR 2 )5 ST DAL _E ISR 2 (7R IERBER T o
BoA LB RS G, AR ORI SO IR 2/ iso S
FE: :

-M to merge a new session

Final argument indicates the files to be appended.

# growisofs -dvd-compat -M /dev/dvdrw -R -J tl/

Executing 'mkisofs -C 16,560 -M /dev/fd/3 -R -J
tl/ | builtin dd of=/dev/dvdrw obs=32k seek=35"'

I: -input-charset not specified, using utf-8
(detected in locale settings)

Rock Ridge signatures found

Total translation table size: 0

Total rockridge attributes bytes: 404

Total directory bytes: 0

Path table size(bytes): 10

Max brk space used 0

742 extents written (1 MB)

/dev/dvdrw: "Current Write Speed" is 2.0x1352KBps.

builtin dd: 192*2KB out @ average infx1352KBps
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/dev/dvdrw: flushing cache
/dev/dvdrw: copying volume descriptor (s)
/dev/dvdrw: flushing cache
/dev/dvdrw: reloading tray

WHMETS 7. M CD 83 DVD A&t IS0 304

B, SR CD 80 DVD AR E AN, HoK/NXE(E R, aJLUE A isoinfo iy 3kEL:

Fi%k: isoinfo -d -i DEVICE-Of-CD-DVD
# isoinfo -d -i /dev/cdrom

CD-ROM is in ISO 9660 format

System id: WIN32

Volume id: RQO0010

Volume set id:

Publisher id:

Data preparer id:

Application id: ULTRAISO V9.3 CD & DVD CREATOR,
(C)2008 EZB SYSTEMS, INC.

Copyright File id:

Abstract File id:

Bibliographic File id:

Volume set size is: 1

Volume set sequence number is: 1

Logical block size is: 2048

Volume size is: 1825

Joliet with UCS level 3 found

NO Rock Ridge present

Fed, W N TEER dd v 4H4 CD B DVD BLR B I 1S0 ST

# dd if=/dev/cdrom bs=2048 count=1825 of=mydata.iso

182540 records in

182540 records out

3737600 bytes (3.7 MB) copied, 4.43782 seconds,
842 kB/s
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AN TS 8: OD 44 F il
od A2 ] LB SO 42 B8 )\ k), -k il Bl 2 oAt g % 20 e s H ok

 OD fiy & FE—/N A |

N REAS SOAR SO R AE T T B s ] o

$ cat sample-file.txt

abc de

EI b A - e BB AT
0 -b HILIT —t o ThEEMF, Eo v\l

0 —¢ HLI —t ¢ ThREMHIE], ROy ASCIT T4 Bl SUAF

# od -c special-chars.txt

0000000 a b ¢ \t d e \n £
\t h

0000020 \n

0000021

# od -bc special-chars.txt

0000000 141 142 143 040 011 144 145 012 146 040 040 040
040 040 011 150
a b ¢ \‘t d e \n £
\t h
0000020 012
\n
0000021

# OD iy & FAE—A M3 =

BEHCAT 16 747, SRJA s EEMT ASC TT A7 B 3% 3745«
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# od -N16 -c /usr/bin/h2xs

0000000 # ! / u S r / b 1 n / P
e r 1 \n

0000020

VAT 16 7450 HLS RS 745

# od -N16 -a /usr/bin/h2xs

0000000 # ! / u s r / b i n / P
e r 1 nl
0000020

BECHT 16 77559 HLEL )\ Bkl A% R

# od -N16 -bc /usr/bin/h2xs

0000000 043 041 057 165 163 162 057 142 151 156 057 160
145 162 154 012
# ! / u s r / b i n / p
e r 1 \n
0000020

BN 9: Gpg fin ¥ VAl

RAMIT P BAT VAT AE ] gpg fiv & Ml VR AN B 2 SRS GRS SCAFHEAT I A g

FE—B: QE—NFH GPG HEHXT

N R RS AR ST R BRI .

# gpg --gen-key

gpg --gen-key
gpg (GnuPG) 1.4.9; Copyright (C) 2008 Free

Software Foundation, Inc.
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This is free software: you are free to change and
redistribute it.

There is NO WARRANTY, to the extent permitted by

law.

Please select what kind of key you want:
(1) DSA and Elgamal (default)
(2) DSA (sign only)
(5) RSA (sign only)

Your selection?
DSA keypair will have 1024 bits.

ELG-E keys may be between 1024 and 4096 bits long.

What keysize do you want? (2048)
Requested keysize is 2048 bits

Please specify how long the key should be valid.

0 = key does not expire
<n> = key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n months
<n>y = key expires in n years

Key is wvalid for? (0)
Key does not expire at all

Is this correct? (y/N) y

You need a user ID to identify your key; the
software constructs the user ID

from the Real Name, Comment and Email Address in

this form:

"Heinrich Heine (Der Dichter)

<heinrichh@duesseldorf.de>"

Real name: Ramesh Natarajan

Email address: ramesh.thegeekstuff@gmail.com

Comment: testing demo key
You selected this USER-ID:
"Ramesh Natarajan (testing demo key)

<ramesh.thegeekstuffl@gmail.com>"

Change (N)ame, (C)omment, (E)mail or (O)kay/(Q)uit? O
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You need a Passphrase to protect your secret key.

Enter passphrase:

Repeat passphrase:

We need to generate a lot of random bytes. It is a
good idea to perform some other action (type on the
keyboard, move the mouse, utilize the disks) during the
prime generation; this gives the random number

generator a better chance to gain enough entropy.

o Apdbebabdbtbtbbdbebdbdbabdkdbtbdbdbdbdbbabbbeth | dpdbdbababdbtbdbdbbdbdbabdbbbdbdbdbdbdbab:

gpg: key 90130E51 marked as ultimately trusted

public and secret key created and signed.

gpg: checking the trustdb

gpg: 3 marginal (s) needed, 1 complete(s) needed,
PGP trust model

gpg: depth: 0 wvalid: 1 signed: 0 trust: 0-,
0gq, On, Om, O0f, 1lu

pub 1024D/90130E51 2010-01-02

Key fingerprint = B8BD 46EF 41E7 44B9 F934

7C47 3215 5713 9013 0E51

uid Ramesh Natarajan (testing demo key)
<ramesh.thegeekstuff@gmail.com>

sub 2048g/35C5BCDB 2010-01-02

B=P: FHIRKAH

Fi¥k: gpg --export {user-name}

# gpg —--export ramesh > ramesh-pub.gpg

# file ramesh-pub.gpg
ramesh-pub.gpg: GPG key public ring

# gpg --armor --export ramesh > ramesh-pub-asc.gpg
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FE=0: FAHAMKAH

A - import 2B AN FAh ) 3L 4]

gpg ——-import FileName

FE:

B RIEIERIE R

FER AT, ALRAIEE John W Bob ik — M K.
John il Bob 9 A4 SCHEIIES . BLFR I BIEE T 504 3B f

$ gpg --recipient bob --encrypt filename

BT JR e R, U John BERERE N5 B — 3Ef SCRE R 45 Bob, At m] BABIEE —ANIN#E ) ASCTT 3¢
, G AR

$ gpg --recipient bob --armor --encrypt filename

FhP. ERUNERHER
FERXAFr, iEIRATEF Bob WMATELECK H John (0% S+

FARIIFA R A2 A5 B
Rk gpg --decrypt file

$ gpg --decrypt test-file.asc

You need a passphrase to unlock the secret key for

user: "ramesh (testing demo key)

<ramesh.thegeekstuff@gmail.com>"
ID 35C5BCDB, created 2010-01-

2048-bit ELG-E key,

02 (main key ID 90130E51)

Enter passphrase:

[E: WAEEZ)E, BEAESPETE R bRt .

www.thegeekstuff.com
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P T i T UK 2 (045 2 E € 1) B — AN SR 3L

# gpg --decrypt test-file.asc > file.txt

S GPG 4

PRAT DA% T T #7598 BT A 1) GPG 38 o

# gpg --list-keys

/home/ramesh/.gnupg/pubring.gpg
pub 1024D/90130E51 2010-01-02
uid ramesh (testing demo key)
<ramesh.thegeekstuff@gmail.com>

sub 2048g/35C5BCDB 2010-01-02

# gpg --list-secret-keys

/home/ramesh/.gnupg/secring.gpg
sec 1024D/90130E51 2010-01-02
uid ramesh (testing demo key)
<ramesh.thegeekstuff@gmail.com>

ssb  2048g/35C5BCDB 2010-01-02

FANMKIETT 10: Tee M=l

Tee fiv & HRAFAEA S CRIRTZEAT) 5l 1) Ay & I H
FEN AT, Tee iy RN a2 45 R 5N BIFs i A0S

ABl—: R B AR A A S

I ) A AU B R R s (Rt .

S 1s
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T iR AU SN BIS A T R R B R R ROR

S 1s > file

THEA (F tee AR T) B4 R ERER R (brdEd ) AR H W5 N3 0
file /1

S 1s | tee file

A= R EER S

PRETFTLAR tee &4 —A i & (% th 21— SO F HLEE5E A RIFE A e AR D8 53 — A & 10
NS

N K 24 crontab AT — %40, IF HOR crontab B /E A sed fr & HIFIA -
B Ja, MmN cron Rk,

$ crontab -1 | tee crontab-backup.txt | sed

's/old/new/' | crontab -

tee Ay HIFA VA

UMK tee fr &2 ot A XM, R - a ZHERE tee frA1EXMFREIBINAZE .

$ 1s | tee —a file

A2 T T K 7R AR AT LIORE a5 N B 2SS

S 1s | tee filel file2 file3
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12 B EH) Linux F£E

XF TR ER N T A Linux (5% 203, SRAEFARNTB L T X, TR 12 26K
Linux FJ-H4E, AREIFEITA Linux AR, HAZLERBURMN . HEX 12 APHRRIXLER
XA, T HARAR AT S, B ARBAEIREE T 25 2ARTHRE I Linux KIBETT.

1. Sed and Awk, fE#Dale Dougherty and Arnold Robbins. iXAFLA T HALinuxfy 21T
T LAE e XA BE R IR 2 Sed AWK ME— TR B[S R, — HAREYE T Sed
Awk R, URELE KT e PRl IF B A e il — RANE R THE. P EH Tsed Mlawk
Iz 1 e AR EAEE T ) (Sed and Awk Pocket Reference) .

2. Learning The Vi and Vim Editor , YEZArnold Robbins. #xfF 47 T MRS A M.
Rk, HARMIRAER SV A Vim #HAT COARG . EEEZRT, MEFEAALinux F5
KERCIETHATE, RESSHEVIAGBHENTOESE T, BERCEH TRKN
[E VI imdmE 2%, QSRR S XA RE, B AERE— TR, RS TVin
U E 2% 1 R K DI RE

3. Bash Cookbook , fE#&Carl Albing, JP Vossen and Cameron Newham. TCitfRiZ R4:
B RBIEEEM R, SE RN ITRAG, R a5 e she L 1THIA . HREA )
RGEH GERFNE EIR T she 1AM f5, T LALEshe 1 JIAAE — LU N BRI TAE,
MAEVREI RS 2540 T B s TS . EARIRX P T, VReh 7 EE A b st 1491
T EX 7 B S 2, B BLE & 4080 S I 56 4k e A ]

4. SSH,The Secure Shell , YE#Daniel J. Barrett, Richard E. Silverman and Robert G.
Byrnes. XJC&E/E R T-SSHT IS EF T3 T o XAFAS4H 7 SSHIEIS FISL B AN J7 . AF
A AL I SSHAAH 7 1) o AB 2 EJy— AN B A 0 B SSHAHX SR P L A%, A
BOOSSHA BHIRI B . X TN REEH N, IAPHZLEBHE. XABHHEFERE
45T AT AR 4 7 5K (SHH1, SHH2F10penSSH) Sk & £ € il SSHI¥I AN [F] 1Bk .

5. Essential System Administrator , #E#£leen Frisch. X} T AWM NUNIX RS HE 51 1) A K ik
KR AU, IAPESE TIANRREE TIE. RIFAEE TAIX, FreeBSD,
HP-UX, Linux,Solaris FITru64% % FUNIXARAS . FTA 4VRTEALBEAN[RI MR A FOUNIXIN , &2
M2 . DLAT 43R [R] B B 2 FRUNTX R Gy i it 1 IX AP 5 R———Essential
System Administration Pocket Reference.

6. Linux Server Hacks, #—, fE#Rob Flickenger. XA 5tk 7 100K 4 ARHE I . H5
#E—NLinux S5 G 9 H—— MUK Le R 15 o IXBeHG T4 70 il 1 AN ) () 39— iR 55 i 2k
fiths WRAEEH . A WZE. s, SSHY AT RS 4. UIR7E4 T ELinux Server
Hacks, BioJLLEYE TiXLeH 15, &=, /EZWillian von Hagen A Brian Jones. XA
WAL S 7100 ETT, S AEINIE, a5, 224, PERE RN .

7. DNSand BIND., #E#Cricket Liu #1 Paul Albitz. JU4F §ij i a3 7e 2k Ok 55—k Ad
B IDNS. A Tf#EDNS F1 BIND 2unf] TARRIH Y, FFETEARN ., ZJEEMhMA X
TR, BRRIREIE S T HhA . WERIRZMMAR R REE G, XA NAZER ) E
H,

8. Understanding the Linux Kernel, #£3?Daniel Bovet Fl Marco Cesati. WM& —4 Linux
BT TR N A BE RGE R, IBAXARF R U XA —Mas i BAF 5124
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10.

11.

12.

(177 XA T Linux 2. 6 I TAEREL . XABANA T WM EE, HFREE, 1/0
BRI R B EPRE N . XA R AIBLEAERN T #ELinuxFGeek 1T 2 B HTE K
Linux Cookbook, fE#Carla Schroder. ix7<+i4) 51 LA P R0 21 O3 1) £ FE ) BEL i nux ¥ %
e, ARSI T AR R T RPMA) R 45 DL 2 Debian R 222 FAT B 14 . i SRR
i FH ) /=RedHat, HiDaniel J. BarrettfAT’5, A% T Linuxay 2 AT 7~ FH V) (the Linux
Pocker Guide) XRAKVEHE 2R ANAEEHILEFE.

Linux Firewalls, fE#&Michael Rash. WIRMEHE—ANZEMILinux R4, BAXETZE
W) KT B KA RZ AR, (AR ABER 7 WM HP ki, psad, fwsnortf
B MAREN RS R —AF LY KSR S%, B AHGregory N. Purdy Jif
F1 (Linux Iptables Pocket Reference) ¥ 2RI & k.

Linux Administration Handbook , #E#Evi Nemeth, Garth Snydet #1 Trent R. Hein. ff
W, ERMAGET RN E, REFESERZIARY. K& —AMLGIEEFMYF, STl T =
#Basic Administration, Networking A1 Bunch 0’ Stuff, JHKIr100071, 3075,
Beginning Ubuntu Linux, fE#&Keir Thomas Al Jaime Sicam. Xt HSLLAE MWindows#H% ]
LinuxJF4E H 2L B2 Ubuntufg N, IXABERZ R K. FREBEE XA LU
Linux 5 B AL AR Linux PN o WERARAEEAR 2 K SO K 5 S Linux RS,
A2 %& FUbuntudf AR A B RALDIE G A, A Ath— 5 2> BRI
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o Unix LS Command: 15 Practical Examples
o Turbocharge PuTTY with 12 Powerful Add-Ons
o wget Tutorial: 15 Awesome Examples to Download Files from Internet
o Ping Tutorial: 15 Effective Ping Command Examples
o Nagios — M#RF
o Nagios Jumpstart Guide
o Monitor Window Server
o Monitor Linux Server
o Monitor Network Sever
o Monitor VPN Device
o TEARINFEIHITE LT HATSsHMsCP:
o From openSSH to openSSH
o From openSSH to SSH2
o From SSH2 to SSH2
o Hello World Examples (Learn a programming language
o UNIX Sed Tips and Tricks
o Ubuntu Tips and Tricks
o MySQL Tutorials
o PostgreSQL Tutorials
o vi/vim Tips and Tricks
o Vim Macro Tutorial: How To Record and Play.
o EFfff Perl IDEMIC/C++ IDE —FE(EMHViIm
o Automatic Word Completion in Vim
o 3 Steps to Add Custom Header to a File Using Vim
o .The Ultimate Guide for Creating Strong Passwords.
o 6 Steps to Secure Your Home Wireless Network
o Firefox Add-On: Hire 7 Personal Bodyguards to Browse Internet Securely
o Tripwire Tutorial: Linux Host Based Intrusion Detection System .
o Midnight Commander (mc) Guide: Powerful Text based File Manager for
Unix
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